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Notices
Please note the following before using DarkStar equipment.

Trademark

DarkStar® is a registered trademark of XKL®, LLC.

Copyright

Copyright © 2006-2014 XKL, LLC

This document contains information that is protected by copyright. All rights are reserved. Reproduction, adaptation, or trans-
lation without prior written permission is prohibited, except as allowed under the copyright laws.

All material contained herein is proprietary to XKL, LLC.

Warranty

The information in this publication is subject to change without notice. The information contained herein should not be 
construed as a commitment by XKL, LLC.

XKL, LLC shall not be liable for errors contained herein or for incidental or consequential damages in connection with the 
furnishing, performance, or use of this material.

U.S. Government Restricted Rights 

The Computer Software is delivered as “Commercial Computer Software” as defined in DFARS 48 CFR 252.227-7014.

All Computer Software and Computer Software Documentation acquired by or for the U.S. Government is provided with 
Restricted Rights. Use, duplication or disclosure by the U.S. Government is subject to the restrictions described in FAR 48 CFR 
52.227-14 or DFARS 48 CFR 252.227-7014, as applicable.

Technical Data acquired by or for the U.S. Government, if any, is provided with Limited Rights.

Use, duplication or disclosure by the U.S. Government is subject to the restrictions described in FAR 48 CFR 52.227-14 or DFARS 
48 CFR 252.227-7013, as applicable.

Class A Compliance

DarkStar equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to part 15 of the 
FCC Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is 
operated in a commercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not 

Software Copyright

The following software copyright notices are in effect in DarkStar systems:

ssh (Secure Shell)

DarkStar technology includes Secure Shell (ssh) software developed by Tatu Ylonen (ylo@cs.hut.fi), which is Copyright © 1995 
Tatu Ylonen, Espoo, Finland. All rights reserved. The software contains code implementing the packet protocol and communi-
cation with the other side. This same code is used both on client and server side.

The code Tatu Ylonen has written for this software can be used freely for any purpose. Any derived versions of this software 
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must be clearly marked as such, and if the derived work is incompatible with the protocol description in the RFC file, it must be 
called by a name other than “ssh” or “Secure Shell”.

SSH2 Packet Format

SSH2 packet format added by Markus Friedl.

Copyright © 2000, 2001 Markus Friedl. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following 
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following 

disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT 
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN 
NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR 
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, 
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS 
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

SSLeay Library

DarkStar technology includes cryptographic software written by Eric Young (eay@cryptsoft.com).

The SSLeay library is free for commercial and non-commercial use as long as the following conditions are adhered to. The 
following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code. 
Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following 
conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following 

disclaimer in the documentation and/or other materials provided with the distribution.
3. All advertising materials mentioning features or use of this software must display the following acknowledgment: “This 

product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”. The word ‘cryptographic’ can be left 
out if the routines from the library being used are not cryptographic related.

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code) you must 
include an acknowledgement: “This product includes software written by Tim Hudson (tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT 
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN 
NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, 
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; 
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, 
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WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF 
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publicly available version or derivative of this code cannot be changed. i.e. this code 
cannot simply be copied and put under another distribution licence [including the GNU Public Licence.]

OpenSSL Project

DarkStar technology includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://
www.openssl.org/)

OpenSLL is Copyright © 1998-2001 The OpenSSL Project. All rights reserved.

1. Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following 
conditions are met:

2. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer. 
Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following 
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgment: “This 
product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products derived from this 
software without prior written permission. For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their names without prior 
written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment: “This product includes software 
developed by the OpenSSL Project for use in the OpenSSL Toolkit. (http://www.openssl.org/)”

NetBSD Foundation

DarkStar technology contains code derived from software contributed to The NetBSD Foundation by Christos Zoulas.

Copyright © 1998 The NetBSD Foundation, Inc. 

ll rights reserved.

1. Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following 
conditions are met:

2. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer. 
Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following 
disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement: This 
product includes software developed by the NetBSD Foundation, Inc. and its contributors.

4. Neither the name of The NetBSD Foundation nor the names of its contributors may be used to endorse or promote 
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE NETBSD FOUNDATION, INC. AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE FOUNDATION OR CONTRIBUTORS BE LIABLE FOR ANY 
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, 
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PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) 
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING 
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSI-
BILITY OF SUCH DAMAGE.

OpenBSD

Copyright (c) CCYY YOUR NAME HERE <user@your.dom.ain>

THE SOFTWARE IS PROVIDED “AS IS” AND THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE 
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABLILTY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR 
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF 
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF 
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

FreeBSD

Copyright © 2003 Maxim Sobolev <sobomax@FreeBSD.org>

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following 
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.
2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following 

disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF 
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON 
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Lars Fenneberg

Copyright © 1995, 1996, 1997, 1998 Lars Fenneberg <lf@elemental.net>

Permission to use, copy, modify, and distribute this software for any purpose and without fee is hereby granted, provided that 
this copyright and permission notice appear on all copies and supporting documentation, the name of Lars Fenneberg not be 
used in advertising or publicity pertaining to distribution of the program without specific prior permission, and notice be 
given in supporting documentation that copying and distribution is by permission of Lars Fenneberg.used in advertising or 
publicity pertaining to distribution of the program without specific prior permission, and notice be given in supporting 
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documentation that copying and distribution is by permission of Lars Fenneberg. Lars Fenneberg makes no representations 
about the suitability of this software for any purpose. It is provided “as is” without express or implied warranty.

Livingston Enterprises

Copyright © 1992 Livingston Enterprises, Inc.

Livingston Enterprises, Inc. 6920 Koll Center Parkway Pleasanton, CA 94566

Permission to use, copy, modify, and distribute this software for any purpose and without fee is hereby granted, provided that 
this copyright and permission notice appear on all copies and supporting documentation, the name of Livingston Enterprises, 
Inc. not be used in advertising or publicity pertaining to distribution of the program without specific prior permission, and 
notice be given in supporting documentation that copying and distribution is by permission of Livingston Enterprises, Inc.

Livingston Enterprises, Inc. makes no representations about the suitability of this software for any purpose. It is provided “as is” 
without express or implied warranty.

University of Michigan & Merit Network

Copyright © 1992, 1993, 1994, 1995 The Regents of the University of Michigan and Merit Network, Inc.

All rights reserved.

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without fee is hereby 
granted, provided that the above copyright notice and this permission notice appear in all copies of the software and deriv-
ative works or modified versions thereof, and that both the copyright notice and this permission and disclaimer notice appear 
in supporting documentation.

THIS SOFTWARE IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING WITHOUT 
LIMITATION WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE REGENTS OF THE 
UNIVERSITY OF MICHIGAN AND MERIT NETWORK, INC. DO NOT WARRANT THAT THE FUNCTIONS CONTAINED IN THE 
SOFTWARE WILL MEET LICENSEE’S REQUIREMENTS OR THAT OPERATION WILL BE UNINTERRUPTED OR ERROR FREE. The 
www.xkl.com



DarkStar User Guide
                                                                                                 
Regents of the University of Michigan and Merit Network, Inc. shall not be liable for any special, indirect, incidental or conse-
quential damages with respect to any claim by Licensee or any third party arising from use of the software.

Data Security

Copyright © 1991, 1992 RSA Data Security, Inc. Created 1991. 

All rights reserved.

License to copy and use this software is granted provided that it is identified as the “RSA Data Security, Inc. MD5 Message-
Digest Algorithm” in all material mentioning or referencing this software or this function.

License is also granted to make and use derivative works provided that such works are identified as “derived from the RSA Data 
Security, Inc. MD5 Message-Digest Algorithm” in all material mentioning or referencing the derived work.

RSA Data Security, Inc. makes no representations concerning either the merchantability of this software or the suitability of 
this software for any particular purpose. It is provided “as is” without express or implied warranty of any kind.

These notices must be retained in any copies of any part of this documentation and/or software.

Danger

DarkStar products use hazard level 1M laser radiation, which presents a danger to human health. 

Do not stare into the lasers or view with non-attenuating optical instruments. Doing so may lead to severe eye damage.

FIGURE 0.1 Laser Warning
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Introduction

1.1     Overview
The DarkStar family of products is an integrated suite of fiber-optic networking systems that can be used to create custom 
fiber-optic network topologies to meet virtually any business need.

DarkStar products use Dense Wavelength Division Multiplexing (DWDM) optical network hardware and management 
interface software to achieve data transmissions over extended distances at high data rates. 

The DarkStar product line allows an enterprise complete control over its proprietary fiber-optic networks, allowing it to take 
advantage of the increasing availability and economy of unlit or “dark” fiber. DarkStar networks allow businesses to 
circumvent the exorbitant cost of leasing services and equipment. By developing and managing a DarkStar network directly, 
businesses can create proprietary, carrier-class, fiber-optic networks with a significantly lower total cost of ownership. 

DarkStar networks have therefore been designed for use by network administrators instead of optical engineers. The DarkStar 
operating system offers a simple, command-line interface with router-like operation that will be familiar to any enterprise 
network administrator.

1.1.1     Network
A DarkStar network consists of at least two Darkstar optical networking systems acting as endpoints. Additional DarkStar 
networking systems, DarkStar amplifier systems, or DarkStar combiner systems can be added to enable extended network 
designs, and enhance transport performance.

1.1.2     Amplification
DarkStar amplifier systems and amplifier components maximize the transmission distance of DarkStar networks. In general, a 
simple network with paired optical networking systems supports transmission distances up to 70km; systems employing 
amplification may achieve transmission distances up to 2000km.

1.1.3     Redundancy
DarkStar systems can provide redundant failover through model features, component specifications, and network design. 
Consult XKL about the best ways to achieve redundant failover in your own network designs.

1.2     System Design
Requirements for designing a DarkStar network encompass more areas than can be detailed in this document. However, the 
following information provides a brief overview of key features and considerations in the development of a system. 

1.2.1     Applications

DarkStar systems can be used to build networks for metro, regional, or long-haul network access. 
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1.2.2     Network Topology
In general, most networks are based upon point-to-point or ring topologies. However, DarkStar network configuration is 
flexible and can be designed to match virtually any business need.

• Network topologies may be categorized as point-to-point or ring systems. 

• Point-to-point topologies connect two endpoints.

• Ring topologies connect all network nodes in a closed loop. 

• While the two topologies function differently, they are fundamentally the same with the distinction being a ring topology 
forms a closed loop.

• The minimum network design must connect (2) endpoints, or conversely, may be built out to accommodate designs as 
complex as needs require.

• Add-drop service may be incorporated at any node.

• Path protection (redundancy) is possible with the inclusion of a second fiber pair when using redundant DarkStar systems.

• Amplification can be included in network design to extend transmission distances.

1.2.3     Optical Budget
Every DarkStar network is built around an optical budget that optimizes the amount of optical power required to transport 
light over required distances in a customer network. An optical budget can be calculated using site installation metrics to 
determine the optical power required in a system. 

It is often assumed that the more optical power a system offers, the better it will perform. In the world of optical networking, 
too much optical power can cause just as many problems with signal quality as too little. Therefore, it is important that optical 
networking equipment be designed to operate within a defined set of parameters. DarkStar systems can be configured 
accordingly with correct specifications.

1.2.4     Dark Fiber 
In designing and building an optical network, acquiring fiber access is an important consideration. Dark fiber is becoming 
increasingly available through a number of sources, including private network operators and municipalities, among others. 
There are also companies that specialize in assisting enterprises to locate or even install fiber services.

1.3     Hardware
DarkStar technology currently comprises three product families:

• Tunable Optical Networking Systems (DXT & DST) with DarkStar Mux Demux (DMD) devices.

• Optical Networking Systems (DXM & DSM).

• Amplification Systems (DRA & DBA-L).

• Band Combiner Devices (DBC).

1.3.1     Optical Networking Systems (DXM & DSM)
DarkStar optical networking systems are responsible for transmission and reception of data over fiber-optic cable and form 
the core of any DarkStar network. The primary features of DarkStar optical networking systems are:
2www.xkl.com
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1. XFP or SFP+ laser modules.
2. 2, 4, 10, and 20 ports per system.
3. Redundant operation (power and cooling).
4. Optional integrated amplification.
5. Integrated dispersion compensators (where required).

For more information, see the DarkStar Optical Specifications document.

FIGURE 1.1 DarkStar® Optical Networking Systems

1.3.2     Amplification Systems (DBA-L & DRA)
Each amplification type and its manner of deployment has unique characteristics and benefits. The amplification technology 
and configuration used will depend upon transmission distances, network topology, and fiber type, among other factors that 
are taken into account when building a system. 

Information related to setting up an amplifier can be found in “Amplifier Configuration” on page 36. Amplification systems 
share much of the same hardware and software as other DarkStar products, requiring only one set of general operating 
instructions and commands to manage DarkStar products efficiently.

Beyond standalone amplifiers, some amplification technologies may be directly integrated into optical networking systems. 
DarkStar networks and systems currently support two types of amplification:

1. EDFA (Erbium Doped Fiber Amplifier).
2. Raman.

Amplifiers generally serve three purposes in a system: 

• Booster: Increase signal power into the fiber.
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• Line Amplification: Increase repeater spacing. 

• Pre-Amplification: Improve receiver sensitivity and signal-to-noise margin.

1.3.2.1     DBA-L Systems
A DBA-L system employs EDFAs to implement optical amplification, allowing for increased distances between optical 
networking systems. The features of a DBA-L are:

1. Up to 4 EDFAs.
2. Integrated dispersion compensators.
3. Integrated tilt compensators.
4. Mid stage access.

An EDFA uses erbium-doped optical fiber as a gain medium to amplify an optical signal. Inside the EDFA, the input optical 
signal and the pump laser are combined and passed through the erbium-doped fiber, where the signal is amplified.

WARNING!
EDFAs can produce high-energy signals that pose a risk to human eyesight. Furthermore, 
an improperly configured EDFA can damage optical receivers, both within the EDFA-
equipped DarkStar systems and in remote systems connected to the EDFA-equipped 
system.

1.3.2.2     DRA Systems
A DRA system employs EDFAs and Raman amplifiers to implement optical amplification, allowing for increased distances 
between optical networking systems. The features of a DRA are:

1. Up to 2 Raman amplifiers.
2. Up to 4 EDFAs.
3. Integrated dispersion compensators.
4. Integrated tilt compensators.
5. Mid stage access.

A Raman amplifier is based on Raman gain, which results from the stimulated Raman scattering effect. Unlike an EDFA, Raman 
amplification uses the transmission fiber as the gain medium, instead of erbium-doped fiber, transferring the optical energy 
from a pump laser to the optical signal. 
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FIGURE 1.2 DarkStar® Amplification Systems (DRA & DBA-L)

1.3.3     Band Combiner Devices (DBC)
DBC devices may be used to scale the capacity of DarkStar networks by combining the bandwidth of multiple optical 
networking systems. Using a DBC4, up to four DarkStar systems may be combined to create a total capacity of forty channels 
or up to 400 Gbps of bandwidth. Total capacity is dependent on the model of optical networking systems and the number of 
channels employed. The features of a DBC are:

1. 4-band and 6-band options.
2. Supports ring (DBCd) or point-to-point (DBCs) topologies.
3. Integrated OSC add/drop.
4. Passive device.

FIGURE 1.3 DarkStar® Band Combiner Devices
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1.4     Key Benefits 

1.4.1     Network & System
• Ease of Deployment: DarkStar networks are delivered pre-configured for operation based upon requirements and site 

installation details provided by the customer, thereby facilitating and streamlining system deployment and network 
operation.

• Seamless Management: DarkStar products share hardware and software design elements, such as chassis design and 
software commands. The information provided in this guide can be used to manage all systems in a DarkStar network. 

• Latency: DarkStar networks offer low-latency performance for use in the most demanding, business-critical applications.

• Integrated System: Integrated components and flexible system design make DarkStar networks easier to manage than 
traditional line-card or cage-based solutions.

• Hitless Upgrades: In many cases DarkStar networks support hitless failover and upgrades, although in select cases traffic 
interruption may be measured in milliseconds.

• Redundant Transmission: The inclusion of redundant optical networking systems with Automatic Path Protection (APP) 
in a DarkStar network may provide complete system failover.

• Scalability: Using a DBC (for up to 40 channels) or a DMD (for up to 96 channels), the bandwidth of up to four optical 
networking systems can be combined to achieve total throughput of up to 960Gbps.

• Extended Transmission Distances: The inclusion of amplifiers in a DarkStar network may provide total transmission 
distances of up to 2000km.

1.4.2     Hardware
DarkStar hardware features include:

• Low Power Consumption: Every system in the DarkStar family is rated at 64-125W typical.

• Rackspace Efficiency: Each system in the DarkStar family occupies only 1U of space in a standard equipment rack. 
Comparable equipment from other manufacturers often occupies 8U of space or more per device.

• Redundant Cooling: By default, all powered DarkStar products include dual, hot-swappable fan modules.

• Redundant Power: By default, all powered DarkStar products include dual, hot-swappable power supplies.

1.4.3     Software
Key features of DXMOS, the operating system of DarkStar products, include:

• Intuitive Interface: As opposed to most fiber-optic systems, which require knowledge of proprietary commands and 
advanced optical-engineering concepts, DarkStar systems offer router-like operation through an intuitive command-line 
interface familiar to any network administrator.

• Field-Upgradeable: DarkStar operating system and gateware can be upgraded in the field.

• Field-Configurable: Amplifiers and other systems can be configured in the field. 

• Installer: An installer is provided to turn software updating into a seamless task. 

• Flash File System: An integrated flash file system facilitates data management: easy access, backups, simplified naming 
conventions, and the ability to boot any image, among other features. Files may be copied, uploaded, downloaded, and 
check-summed to ensure operational integrity.

• Remote Management: DarkStar systems can be accessed from anywhere, whether in a rack on the other side of the room 
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or in a hut thousands of miles away. Moreover, any single DarkStar system can access all DarkStar systems in a network via 
its OSC (optical service channel), collectively creating a remote system management network.

• Remote & Automated File Configuration: System and configuration files can be hosted on a remote server to automate 
configuration of DarkStar systems. Employ this feature to recover system settings upon reboot or to automatically 
provision multiple systems.

• Management Network Services: The management network can be used to integrate network services with your system, 
including Simple Network Time Protocol (SNTP), Syslog, RADIUS, and Simple Network Management Protocol (SNMP) trap 
servers.

• AAA Support: Support for Authentication, Authorization, and Accounting (AAA) services provides increased network 
security. 
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Hardware
This chapter describes physical installation and maintenance of DarkStar hardware components.

2.1     Power
DarkStar systems ship with two power supply modules, which, under normal conditions, operate as distributed sources. In the 
event that one power module fails, the system can operate on a single power module. Power supply modules are hot 
swappable, and therefore can be replaced while the DarkStar system is running. 

Follow the instructions in Figure 2.2, “Replacing Power Supply Modules,” on page 11 for power supply module replacement 
procedures. 

The general procedure for managing power supply modules is the same for all systems. Power supply modules use either AC 
or DC power.

2.1.1     Power Requirements
For maximum availability, DarkStar systems should be connected to two power circuits. The circuits may be AC, DC, or a 
combination of AC and DC power. The following power combinations are supported:

• Two 100-240VAC.

• Two 48VDC.

• One 100-240VAC and one 48VDC.

2.1.2     AC Power
DarkStar products with AC power require no special wiring and can be connected to a standard outlet with 100-240VAC power 
using the included power cords. 

2.1.3     DC Power
To install DarkStar products configured for DC power, 12-16 AWG (American Wire Gauge) stranded wire is recommended. 
However, 14 AWG wire is optimal for its size and flexibility.

There are two styles of DC power connectors on DarkStar systems. Reference the following illustrations to determine which 
style is installed on a DarkStar system. 
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FIGURE 2.1 DC Power Connectors

Once the style of DC power connector is established, the following table can be used to complete wiring. The table details 
wiring specifications for both -48V and +48V rails.

WARNING!
When connecting wires to the Input Terminal, the ground connector GND must be 
connected first, and disconnected last.

TABLE 2.1 DarkStar® DC Power Connection Matrix

Reference -48V Rail +48V Rail

  - -48V +48V RTN

⏚ GND GND

 + -48V RTN +48V

-

+

INPUT CONNECTOR INPUT  TERMINAL

+
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2.1.4     Power Module Replacement

WARNING!
Before adding or removing a power supply module, disconnect the power cord (AC 
power) or turn off the 48v supply (DC power). Failure to do so could result in serious 
personal injury or system damage. When removing a power cord, release any retaining 
bail with care, and re-secure the bail after re-inserting the power cord.

FIGURE 2.2 Replacing Power Supply Modules

-

+

+

IF DC POWER

latch

1 2

3
4

Click!
5

6

Unplug the power cord from the power supply 
module.

Disengage the latch that secures the 
module in the chassis. 

1 2

Pull the module out of the chassis. Insert the replacement module in the 
chassis. 

3 4

Snap the latch into place to secure the 
module. You may need to lift up or push 
down slightly on the module to get it to 
snap into place.

Reconnect the power cord to the power 
supply module.

5 6
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2.2     Fan Modules
DarkStar systems ship with two fan modules. In the event of a fan module failure, one fan module is sufficient to adequately 
cool the system under normal operating conditions. Fan modules are hot swappable and can be replaced and configured 
while the system is running. Each physical fan module contains two individual fan blowers. 

2.2.1     Fan Module Replacement 

FIGURE 2.3 Replacing Fan Modules

localhost> show environment fan

4

Caution when securing 
screws. Fans are spinning.

6

!

Fan Controller 0
Fan Controller 2

Unit 0 Unit 1 2

Caution fans are spinning.!

21 Locate the fan module in question. The show 
environment fan command describes the 
physical location of each module and fan.

Using a Phillips-head screwdriver, remove the (4) 
screws that hold the module in place.

3 4Grasp the module by its handle and pull it out of 
the chassis.

Reinsert the screws with washers and spacers 
into the replacement module.

5 Insert the replacement module in the chassis, 
making certain it is squarely aligned.

6 The module will be energized the moment it is 
seated if the system is powered.  Fasten the (4) 
screws that hold the module in place.

5

handle
3
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2.3     Optical Configuration
This section describes the optical modules and interfaces within a DarkStar system. Modules, interfaces, and interface 
connections are provisioned through software. For information related to optical interface configuration and management, 
see Chapter 3 - Software. 

2.3.1     Optical Modules 
DarkStar systems include optical ports for the client interfaces and the line/band interface. DarkStar product-qualified lasers 
used in these ports may be obtained directly from XKL.

2.3.1.1     Wave Laser Module
Wave laser modules are located inside DarkStar systems beneath the top access panel of the chassis. On DXM systems, wave 
laser modules are DWDM XFP transceivers. On DSM systems, wave laser modules are DWDM SFP+ transceivers. A wave 
module has no external port; each wave interface connects one client interface to a specific optical channel within the line/
band interface.

2.3.1.2     Client Laser Module
Client laser modules serve ports located on the front panel of DarkStar systems and are used to connect customer optical 
equipment to a DarkStar network. After fiber connection, the client interface is software-configured to match the customer 
equipment encapsulation.

2.3.1.3     OSC Laser Module
The OSC laser module is located beneath the top access panel of the DarkStar system chassis. 

2.3.2     Optical Provisioning
Optical interfaces are software-configurable. You use the DXMOS interface command to configure each wave and client 
interface, and to assign a wave interface to each client interface. Connections must be established physically first, and then 
configured in DXMOS, as detailed in the Physical Provisioning section of Chapter 3 - Software.

DarkStar systems are preconfigured to operate at specific optical wavelengths, which in turn determines the channel assigned 
to each wave laser. Channel assignment is fixed at the time the system is built. Refer to Laser Interface Operational Specifica-
tions in Chapter 3 - Software. 

The OSC interface requires a static IPv4 or IPV6 address sharing the same IP subnet as the adjacent OSC port on the remote 
DarkStar system. DXMOS management features such as user accounts, DNS, access lists, RADIUS, TACACS+, AAA, and IP routes 
must be configured for successful connectivity, as detailed in “OSC/Ethernet Management Provisioning” on page 24.

2.3.3     Laser Module Replacement
All laser modules are hot-swappable and can be replaced while the system is running. Follow procedure steps 1 through 9 to 
replace wave and OSC laser modules, which are both located under the top access panel. Follow steps 4 through 9 to replace 
client laser modules, which are located on the front panel of the chassis.
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WARNING!
When replacing laser modules, be certain that fiber and power cables have sufficient 
slack to prevent damage or disconnection.

WARNING!
 Improper cleaning of the connector that goes into the Raman port of the DRA system can 
result in damage to the connector. Be sure to use the included E2000 cleaning adapter 
that comes with every DRA system to properly clean the E2000 connector prior to instal-
lation.

FIGURE 2.4 Replace Laser Module

Don’t bend severely

1

2
3

Slide the system forward on its 
rails far enough to access the 
panel. Do not strain the 
attached fiber connections 
when sliding the system 
forward. Fiber bends should not 
be smaller than 2.5” in diameter.

Using a Phillips-head 
screwdriver, unscrew the nine 
or five screws securing the 
panel. Each screw requires only 
a quarter turn to loosen each 
screw.

To open the panel, grip the rear 
side, then pull up and flip over 
towards the front of the chassis.

1 2 3
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Tx

Rx

cap fiber

4

5 6

Remove the fiber pair from the 
laser module and cap each 
connector. Make note of 
connection placement to 
ensure Rx and Tx connections 
are properly reestablished at the 
end of this procedure.

Push down on the latch 
mechanism to release the laser 
from its cage. The latch snaps 
when it is open. Note that the 
latch mechanism may vary 
depending on the type of laser 
in the system.

4 5 6 Slide the laser out of the cage.  

Tx

Rx

>_
show interfaces

Important!

7
8 9

Insert the replacement laser 
module into the cage. It will 
click when properly seated. 
It may be helpful to 
compare its alignment with 
adjacent lasers to verify 
correct installation.

87 Clean the fiber ends with an 
approved fiber cleaner (a 
fiber cleaner is included with 
the DXM). In a single step for 
each connector, clean the 
fiber and insert it in the laser 
module. Do not clean or 
insert both fibers at the 
same time.

9 Visually inspect the Rx and Tx 
fibers are properly inserted. 
Running the show 
interfaces command will 
verify the laser is properly 
seated. The reported Rx 
power level show level 
should be similar to the other 
wave lasers.

!
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10
11

Close the hatch by sliding 
the access panel back to its 
original position.  Secure it 
by tightening the screws 
with a Phillips-head 
screwdriver. Only a 
quarter turn is required to 
fasten each screw.

11 Slide the system into the 
rack and secure 
thumbscrews.

10
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Software
This chapter describes how to configure and monitor a DarkStar system using DXMOS commands.

3.1     Operating System
This section explains how to use the DXMOS CLI (command line interface). Consult the “DarkStar DXMOS Command 
Reference” for details of all DXMOS commands.

3.1.1     Terminal Pager
When enabled, the DXMOS terminal pager prints a set number of lines. Pressing the space key displays the next page of 
console output. The length of the page can be configured using the terminal pager command in configure mode. By 
default, the terminal pager is disabled.

3.1.2     Syntax Format 
This guide uses the following conventions to represent DXMOS command-line syntax:

TABLE 3.1  Conventions for DXMOS Syntax

Format Meaning

localhost> All text appearing on the command line is represented by 
Courier Standard font.

show interfaces User entries are represented by Courier Standard boldfaced 
font.

interface-number Arguments, such as free-from input (text, number, etc.) that 
the user replaces with variable information, are represented 
by Courier Standard italicized font.

<interface-identifier> Greater than & less than symbols surround user arguments 
that are legally provided keywords. 

{east | west} Curly braces denote required keywords and arguments. 
The vertical bar(s) between keywords and arguments 
denotes “or” and means one of multiple terms must be 
chosen as an option.

[no] connect <transport-identifier1> 
<transport identifier2> [clock rate | 
encapsulation <encapsulation-type>]

Brackets denote optional keywords or arguments. 
Oftentimes they denote the “no” version of a command, 
which reverses the action of the command.
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3.1.3     Command Abbreviations
Commands may be abbreviated if the command is unique in the current mode. For example, show connections can be 
shortened to sh conn, but cannot be shortened to s con because there are multiple possible completions.

3.1.4     Keyboard Shortcuts
The following keyboard shortcuts are available in DXMOS: 

TABLE 3.2 DXMOS Keyboard Shortcuts

Shortcut Action

CTRL+A Go to the beginning of line.

CTRL+B Go back one character.

CTRL+C Cancel the current command line input.

CTRL+D Delete the current character.

CTRL+E Go to the end of line.

CTRL+F Go forward one character.

CTRL+K Delete all characters from the current cursor position to the end of the command line.

CTRL+N,  Scroll forward through the command history.

CTRL+P,  Scroll backward through the command history.

CTRL+R Redraw the current command input (useful for restoring what was typed if the system 
writes output to the console while you enter a command).

CTRL+U Clear the current command line contents and provide a new command prompt.

CTRL+V Disregard any special meaning of the character following. The CLI already disregards most 
special characters and this shortcut is rarely required.

CTRL+Z Discard the current command line and exit configure mode (equivalent to typing end at a 
configure mode prompt).

tab Complete partially entered unique keyword. If more than one possible completion exists, 
tab displays list of choices.

? Lists options for context-sensitive entered keywords. Displays information on additional 
command options.

; or ! Ignore rest of line. Use as an initial character to insert comments in the command line.
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3.1.5     Help
DarkStar systems include a Help feature for all commands. To use this feature, enter ? at any system prompt or command line. 
Or, press tab at the end of incomplete commands.

3.1.6     Operating Modes
DXMOS offers two general operating modes: disabled and enabled. Disabled mode allows all users to display limited 
information about a system. Enabled mode allows users with appropriate permission to reconfigure a system and display all 
information about the system. 

Configure mode is a particularly important subset of commands available in enabled mode. It is used to set up and manage 
DarkStar systems and can be used to effect changes that impact customer traffic. 

3.2     Configuration

3.2.1     Power-Up and Reboot 
DarkStar systems boot when either of the two power supply modules are connected. DarkStar systems are designed for 
continuous operation and therefore feature no power switch. 

For IPv6 working, IPv6 addresses are assigned using IPv6 Stateless Address Autoconfiguration (see RFC 2462). This requires 
that there be at least one IPv6 router accessible on the local link. The router should be configured so that the router adver-
tisement has the 'O' flag set and the 'M' flag cleared. The prefix-information option in the router advertisement should have 
both the 'L' and 'A' flags set.

The side reset button shown in Figure 3.1 on page 22 cycles internal power and reloads software and gateware. Front-panel 
LEDs display system status and can help to monitor this process. A comprehensive table of LED patterns and their meanings 
can be found in LED Codes in Chapter 3 - Software.

To cycle power:

• Use a non-conductive reset tool, such as the one provided with the system, to press and immediately release the side reset 
button.

WARNING!
Do not use a metal object (such as a paperclip) to depress the side reset button. Doing so 
may expose the operator to hazardous voltage or damage the DarkStar system.

WARNING!
Cycling power disrupts customer traffic. It should only be done  if a system has crashed or 
a hard reset of all hardware is desired.
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When powered up for the first time with an empty or non-existent startup configuration, a DarkStar system performs 
the following steps:

1. MiniBoot, a lightweight boot loader, loads from the startup gateware and executes a larger, more functional boot loader, 
known as Boot, from the startup boot location in the startup flash memory.

2. Boot attempts to obtain configuration information via DHCP and Trivial File Transfer Protocol (TFTP). If Boot successfully 
obtains the configuration file, Boot passes the configuration to DXMOS. Otherwise, DXMOS is started without configu-
ration information.

3. After a delay (10 seconds by default), Boot loads DXMOS from the image location specified in the configuration file or from 
the startup-image by default. The following message appears:                                                           
[Type Ctrl-C to abort, or any other key to boot now.]

If you press CTRL+C before the automatic boot completes, the Boot> prompt appears, allowing you to issue low-level 
configuration commands. 

To continue booting DXMOS from the Boot> prompt, you must issue the following command:

Boot> boot

To boot the system using the factory default image, configuration, and gateware:

• Press and hold the side reset button for three seconds. The LEDs on the front panel flash when the DarkStar system resets 
successfully. Please note that booting from the factory default image interrupts customer traffic.

To reset the software only:

• Press and immediately release the front reset button. Software reset maintains power and the state of customer traffic if 
the running configuration is identical to the startup configuration.

To warm reboot (without a power cycle):

• Press and hold the front reset button for three seconds. Refer to the figure “Hardware Reset Buttons” on page 22 to locate 
the front reset button. Warm reboot reloads the system gateware and software, and maintains power and the state of all 
transport interfaces if the running configuration is identical to the startup configuration. The green, amber, and red LEDs 
on the front panel flash when warm reboot succeeds. This option is the hardware equivalent of the DXMOS reload 
command.

To cold reboot (with a power cycle):

• A cold reboot is performed using an internal or external power cycle. 

• An internal power cycle is accomplished using the side reset button. 

• An external power cycle is accomplished by disconnecting both power cords.

• Run the show version command to indicate whether a power cycle has occurred since the last reload, and if it has, 
whether it was an internal or external power cycle. When managing a DarkStar system remotely, this information may be 
helpful in determining the cause of a power cycle.

NOTE

If changes are made to running-config and the DarkStar system reloads without saving changes 
to startup-config, changes made to the running-config will be lost. As a result, when the 
system reboots, the previous startup-config will take effect and the loss of running-config 
changes may results in a loss of customer traffic.
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Boot fall-back process

• Boot configures from the flash configuration file (“file dxmos/config.dat”) if the file exists.

• If the file contains explicit commands to boot via DHCP (boot host dhcp), then Boot attempts to obtain a configu-
ration file via DHCP and TFTP.

• If the attempt to configure via DHCP/TFTP fails, Boot follows the other commands in the flash configuration file.

• If there is no flash configuration file, Boot attempts to configure via DHCP/TFTP. Whether successful or not, Boot attempts 
“boot file dxmos/dxmos.exe”.

• You can abort the Boot process (via CTRL+C) and enter configuration commands at the resulting BOOT> prompt.

3.2.2     Startup Procedures 
This section describes DarkStar system startup processes and procedures for reloading software and gateware after startup. 
The following table summarizes events that trigger boot and recovery scenarios and their effects on the DarkStar system.

Please note that, in the above table:

• “Push and release” means pushing the button and immediately releasing it.

• “Push and hold” means pushing the button and holding it in for at least 3 seconds.

• There are two hardware reset buttons on DarkStar systems, illustrated in Figure 3.1 on page 22.

• Pressing the side reset button always causes the system to cycle power, and always interrupts all customer traffic.

TABLE 3.3  Boot & Recover Scenarios

Event
Power 
Cycle

Gateware 
Reload

Software 
Reload

Factory 
Settings 
Reload

Front button push and release no no yes no

Front button push and hold no yes yes no

Side button push and release yes yes yes no

Side button push and hold yes yes yes yes

DXMOS reload command no yes yes no

Power cycle                                                   
(disconnecting both power supplies)

yes yes yes no

DXMOS software fault no no yes no

Watchdog timeout no yes yes no

Recovery mode (resulting from 
corrupted startup flash)

no yes yes operator’s 
choice

Failure to load startup gateware no yes yes yes
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FIGURE 3.1 Hardware Reset Buttons

3.2.3     Physical Provisioning
Once physical media connections have been established, as outlined in Chapter 2 - Hardware, they must then be enabled via 
DXMOS. This section describes the procedures for provisioning physical connections.

3.2.3.1     Wave and Client Interface Provisioning
The default DarkStar configuration does not include connections between client and wave interfaces. Customer equipment 
connects to the client interfaces, which in turn connect to the wave interfaces. 

Once customer equipment has been connected to client ports using jumper fibers, the DarkStar system must be 
provisioned for transport service using the following procedure:

1. Enter enabled mode and type show connection to display existing connections.
2. Choose a client and wave interface, for example, client 5 and wave 5. Using the same wave and client interfaces is 

recommended, unless your network strategy requires otherwise.
3. Type configure to enter configuration mode.
4. Type connect client x wave y encapsulation z (“x” is the client interface to be connected; “y” is the wave 

channel to be connected; “z” is the encapsulation type).
5. Connect to the remote DarkStar network on the other end of the fiber line and, using the same process, connect the same 

previously specified wave and client interfaces that terminate the remote network service.
6. Save the updated configuration with a write memory command for each system. Each connection between a client and 

wave interface requires an encapsulation type. DXMOS can display the available encapsulation values for a particular 
interface. If encapsulation type is not specified, the connection will use a previously specified or default encapsulation 
type. In this scenario, if the previously specified or default encapsulation type matches the encapsulation type on the other 
connection, data will pass correctly. Alternatively, if the encapsulation types on each connection differ, the connection will 
fail to pass data.

The side reset button 
cycles system power.

The front reset button resets 
the system without cycling power.
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The table below gives examples of supported DarkStar system protocols and encapsulations. For more information, see the 
DarkStar Optical Specifications document.

^ limited testing

* DarkStar systems that require a reference clock do not support this data rate.

The following example illustrates how to display the available encapsulation types on a client interface:

localhost> enable
localhost# configure
localhost CONF# interface client 0
localhost CONF-INT-CLIENT[0]# encapsulation ?
one of the following:
10gigabitethernet
fibrechannel
sonet

The following example illustrate how to connect client interface 0 to wave channel 0 with a SONET OC192 encapsulation:

localhost> enable
localhost# configure

TABLE 3.4 Available Protocols, Data Rates and corresponding Encapsulation

Protocol Gb/s DXM DSM Encapsulation

1X Gigabit Ethernet 1.25 X gigabitethernet

10Gbase-T 10

10Gbase-W 9.95 X X Sonet oc192

10Gbase-R (LAN PHY) 10.31 X X 10gigabitethernet

10GbaseR-R (FEC 255/237) 11.09 X X 10gigabitethernet fec

1X Fibre Channel 1.06 X^ fibrechannel 1g

2X Fibre Channel 2.13 X^ fibrechannel 2g

4X Fibre Channel 4.25 X^ fibrechannel 4g

8X Fibre Channel 8.5 X^ fibrechannel 8g

10X Fibre Channel 10.52 X X fibrechannel 10g

OC-48/STS-48, STM-16 2.49 X Sonet oc48

OC-192/STS-192, STM-64 9.95 X X Sonet oc192

OC-192/STS-192, STM-64 (FEC 255/238) 10.66 X* X Sonet oc192 fec

OC-192/STS-192, STM-64 (FEC 255/237) 10.71 X X Sonet oc192 fec
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localhost CONF# connect client 0 wave 0 encapsulation sonet oc192
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

Be certain that network equipment is attached to the configured client interfaces on both terminating systems and verify 
connectivity with the show connections command. Each interface can be used in only one connection. You must remove 
an interface from a connection before you can reconnect it to another interface.

The following example illustrates how to remove a connection:

localhost> enable
localhost# configure
localhost CONF# no connect client 7 wave 7
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

3.2.3.2     OSC/Ethernet Management Provisioning 
You can configure any unused Ethernet interface to connect to the DarkStar system management network. 

The following example illustrates the process for configuring Ethernet interfaces. It defines an IP address and subnet mask for 
Ethernet interface 0. An OSC interface is configured similarly:

localhost> enable
localhost# configure
localhost CONF# interface ethernet 0
localhost CONF-INT-ETH[0]# ip address 192.168.0.1/24
localhost CONF-INT-ETH[0]# end
localhost# write memory
Are you sure? [yes/no] yes

After Ethernet configuration is completed, the DarkStar system can be integrated into your management network. See the 
“DarkStar DXMOS Command Reference” for additional management network configuration commands.

3.2.4     Redundancy (APP)
Any DXM-xR or DSM-xR models may be provisioned for redundant operation using the app (Automatic Path Protection) 
command. 

APP provides redundancy for a connection by transmitting the same signal over two different physical fiber connections. The 
interfaces that comprise a redundant path are called the working and protection interfaces. 

Together, a working interface and a protection interface form an APP group. Network traffic normally flows through the 
working interface. If the working interface is interrupted, the APP group switches to the protection interface. 

By default, an APP group is revertive, which means that traffic that has switched to the protection interface will automatically 
revert to the working interface when it becomes available again. In a non-revertive configuration, switching traffic back to the 
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working interface must be accomplished manually. This configuration may be desired because switching between currently 
selected resources incurs a brief disruption to the link measurable in milliseconds.
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The app command sets up and configures APP groups. To create a new APP group, give the app command two 
arguments:

1. The working interface.
2. The protection interface.

The following example illustrates how to create an APP group, with wave west 0 as the working interface and wave 
east 0 as the protection interface:

localhost> enable
localhost# configure
localhost CONF# app wave west 0 wave east 0
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

If the working interface experiences intermittent connection problems, a revertive APP group may rapidly switch back and 
forth between working and protection interfaces, which can cause data loss or seriously degrade network performance. In 
such a case, it may be useful to set a holdoff value, which specifies the time duration before an APP group reverts from the 
working to the protection interface. Holdoff time is specified in milliseconds.

The following example illustrates how to set a holdoff value for an APP group, in this case with a value of 1 minute 
(60000 milliseconds):

localhost> enable
localhost# configure
localhost CONF# app revertive wave west 0 holdoff 60000
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

To following example illustrates how to set an APP group to be non-revertive:

localhost> enable
localhost# configure
localhost CONF# no app revertive wave west 0
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

An APP group may be locked to prevent switching. Locking an APP group is helpful during physical maintenance of interfaces 
in the APP group, as it can prevent an interruption in network traffic.
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The following example illustrates how to lock an APP group:

localhost> enable
localhost# configure
localhost CONF# app lockout wave west 0
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

3.2.5     Administrative Access 
Several options exist for administrative access to DarkStar systems. Direct access is available via console terminal connection. 
Once network connectivity is properly configured, it is also possible to administer the system from a remote virtual (VTY) 
terminal using telnet or SSH (Secure Shell). 

3.2.5.1     Console Serial Interface
The console serial port is a minimal RS-232 Data Terminal Equipment (DTE) configuration. Wiring for the 8-pin modular jack 
(RJ-45) that connects the RS-232 connector to the console is illustrated below. A console cable is provided with all DarkStar 
systems.

FIGURE 3.2 RJ-45 Reference Diagram

To establish access, connect the RS-232 port on a console terminal to the RJ-45 console port on the front of the DarkStar 
system. The console line supports 9600-8N1 communication:

• 9600 baud

• 8 bits per character

• no parity

• 1 stop bit
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3.2.5.2     Telnet Access
Telnet access is disabled until the Virtual Terminal (VTY) password is set. VTY lines must also be configured to accept 
connections via telnet. VTY lines can be accessed via any configured Ethernet port. Beware that if AAA new-model is set, then 
AAA access rules apply instead of the requirements outlined here. 

• The password command sets the password for VTY.

• The login command enables remote login over VTY.

• The transport input telnet command configures VTY to accept login attempts via the telnet protocol.

The following example illustrates how to configure remote telnet access to all configured Ethernet ports:

localhost> enable
localhost# configure
localhost CONF# line vty
localhost CONF-LINE-VTY# password new password
localhost CONF-LINE-VTY# login
localhost CONF-LINE-VTY# transport input telnet
localhost CONF-LINE-VTY# end
localhost# write memory
Are you sure? [yes/no] yes
localhost#

TABLE 3.5 Console Jack Pinout Configuration

Pin Signal Comment

1 No connection

2 No connection

3 TxD

4 Gnd

5 No connection

6 RxD

7 No connection

8 No connection
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3.2.5.3     SSH Access
A DarkStar system supports both SSH and telnet remote console access. SSH can add additional security protection. 
Customers that have isolated and protected their DarkStar management network sufficiently find that telnet is acceptable for 
day-to-day use. Both SSH and telnet can be configured upon first boot of the DarkStar system; setup is similar in each case.

A DarkStar system ships with the necessary SSH public and private keys pre-installed in its file system, and boots initially with 
SSH remote console access disabled. To enable SSH on a vty console line, ensure that the line already has a password (use the 
password command), enable remote login (use the login command), and configure SSH as a transport type (use the 
transport input ssh command).

The following example illustrates how to configure remote SSH access to all configured Ethernet ports:

localhost> enable
localhost# configure
localhost CONF# line vty
localhost CONF-LINE-VTY# password new password
localhost CONF-LINE-VTY# login
localhost CONF-LINE-VTY# transport input ssh
localhost CONF-LINE-VTY# end
localhost# write memory
Are you sure? [yes/no] yes
localhost#

SSH hostkeys are used for SSH authentication. The authentication credentials are handled silently by the DarkStar system. SSH 
console clients, whatever their platform, do not require additional SSH key generation or management to access the DarkStar 
system. On first console access, an SSH client will ask the console operator to confirm the SSH access request; subsequent SSH 
console access requests authenticate silently.

3.2.5.4     SSH Key Replacement
A DarkStar system ships with SSH keys already in place. To replace the DarkStar SSH keys, you must generate new SSH keys and 
transfer them to the DarkStar system. The new SSH keys become activated at the next reload of DXMOS.

A DarkStar system stores its SSH keys in its file system. The public and private keys are referred to by their well-known names  
"hostkey-public" and "hostkey-private"; the actual filenames in the DarkStar file system are "/dxmos/hostkey-
public.dat" and "/dxmos/hostkey-private.dat".

You can generate new SSH keys using any keygen utility that can create DSA key pairs for the SSH v2 protocol. The DarkStar 
does not support RSA key pairs. Instructions for how to generate keys will vary by platform. For example, the keygen utility for 
Linux is ssh-keygen, and similar tools exist for other platforms.

You must activate your new SSH keys by reloading DXMOS via a reload command. This forces a warm boot of the DarkStar 
operating system, without disturbing existing traffic, and activates your new SSH keys. At the first ssh access request after the 
reload, each client detects the change in the DarkStar keys and asks the console operator to take action, for example by 
verifying that access is required or by confirming that the previously saved SSH public key should be removed. Subsequent ssh 
access requests negotiate silently, as before.

The following example illustrates how to copy SSH keys to a DarkStar system:

localhost> enable
localhost# tftp get 10.15.1.98 id_dsa hostkey-private
Are you sure? [yes/no] yes
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Starting TFTP transfer: #################################...
File transferred successfully...Completing flash write
localhost# tftp get 10.15.1.98 id_dsa.pub hostkey-public
Are you sure? [yes/no] yes
Starting TFTP transfer: #################################...
File transferred successfully...Completing flash write
localhost#

• hostkey-private is equivalent to writing "/dxmos/hostkey-private.dat"

• hostkey-public is equivalent to writing "/dxmos/hostkey-public.dat"

NOTE

Only DSA keys are supported by the DarkStar systems. RSA keys will not work.

3.2.6     Loopbacks
A system Loopback Address is a virtual IP address. It is not associated with a specific physical interface, but rather serves as a 
global IP address for the DarkStar system. 

A Loopback Address can ensure access to a DarkStar system regardless of the state of physical interfaces. So long as routing is 
configured and at least one physical interface remains active, it should be possible to access a DarkStar system via its 
Loopback Address. 

The Loopback Address, if it exists, is used as the source address for outbound IP messages instead of the IP address of the 
physical interface. However, if the Loopback Address is unconfigured, the IP address of the physical interface is used. DarkStar 
systems respond to inbound traffic using the destination IP, which may be a physical interface address or the Loopback 
Address, as determined by the sender.

Because a Loopback Address provides a consistent identity, it may be helpful to use it with protocols such as TFTP, SNMP, SNTP, 
Syslog, RADIUS, TACACS+, and outbound Telnet. The Loopback Address is established using the same configuration 
commands as for a physical interface, the only difference being that the device name is loopback.

The following example illustrates how to configure a Loopback Address: 

configure
interface loopback 0
ip address 172.16.1.192/32
exit

3.2.7     Management Network Services
Once the management network is established, it can be used to support operational configuration and monitoring network 
services. The management services in this list are important to DarkStar system operation and are described in more detail 
later in this Chapter:

• Remote File Configuration: “Remote File Configuration”.
30www.xkl.com



DarkStar User Guide
 3:  Software
• SNTP Server: “Time and Date”.

• Syslog Server: “Syslog”.

• RADIUS and TACACS+ Servers: “AAA with RADIUS and TACACS+”.

• SNMP Trap Server: “SNMP”.

3.2.8     Time and Date
DarkStar systems ship with the clock set to Universal Time (UTC), formerly known as Greenwich Mean Time (GMT). Two options 
exist for clock configuration: 

1. Manual configuration.
2. Automatic SNTP server configuration.

The clock command sets system date and time. When a DarkStar system is in configuration mode, this command sets the 
time zone and Daylight Saving Time (DST) rules. 

The following example illustrates how to set the system clock, in this case to Pacific Time (UTC minus 8 hours 0 
minutes):

localhost> enable
localhost# show clock
23:59:59 UTC Mon Mar 30 2009
localhost# configure
localhost CONF# clock timezone -8 0
localhost CONF# clock summer-time usa
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost# clock set 17:01:30 30 march 2009
localhost# show clock

17:01:33 UTC-7 Mon Mar 30 2009

If you run an SNTP server on a network reachable by the DarkStar system, the command sntp server hostname will 
enable the clock to be set from the SNTP server.

3.2.9     Remote File Configuration 
Once the management network is provisioned, DarkStar systems are capable of remotely acquiring a configuration file via 
DHCP and TFTP for semi-automated configuration. This method of configuration is attempted when no startup-config 
file is present in flash memory or when the boot host dhcp command is issued and saved in startup-config.

In this context, the DarkStar system acts as a DHCP client and broadcasts discovery requests. The DHCP offer and subsequent 
download of the configuration file can be managed on a single DHCP/TFTP server or separate DHCP and TFTP servers.

Two separate files must be properly deployed on the DHCP/TFTP server(s) in order to effectively use DHCP configuration.

The first file is the DarkStar configuration file, which must be hosted on a TFTP server. This file can be created during manual 
configuration of the DarkStar system. Once a configuration file is created, it can be modified outside of the DarkStar system 
using any text editor.
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The second file is the DHCP server configuration file, which configures the server to provide the DHCP offer when it receives a 
DHCP discovery request from the DarkStar system. It is essential that the information in the server configuration file match the 
client identifier or source MAC address sent by the DarkStar system during DHCP discovery.

It is important to note that “01:” will always be prepended to an interface's MAC address when it is used as the DHCP client 
identifier. The same syntax must be used in the DHCP server configuration file.

The information included in the DHCP server configuration file must correspond to the parameters (or absence of parameters) 
in the boot host dhcp command stored in startup-config.

When the command boot host dhcp interface_id is present in the configuration file, Boot prepends 01: to the MAC 
address associated with the named interface; it uses the resulting string as the client identifier option in the discovery 
messages sent on every active interface. This information may be useful in identifying a system by one unique address 
regardless of which actual interface contacts the dhcp server. Note that the server's configuration file must include that string 
in an option dhcp-client-identifier entry.

If Boot finds a boot host dhcp command in startup-config without a specified <client-id interface>, then Boot 
broadcasts a DHCP discovery message on each active interface and in each instance the client identifier will be the MAC 
address of the interface from which discovery is broadcast. In this scenario, you may use any active interface's client identifier 
or source MAC address in the corresponding DHCP server configuration file. Be aware, however, that if the Ethernet interface 
or MAC address that you designate in the file is unable to reach the DHCP server, no DHCP offer can be made and the configu-
ration process will fail.

The following example illustrates a portion of the required configuration of a Unix/dhcpd-based server. The following sample 
would be added to the server's /etc/dhcpd.conf file:

host dxm-sea-01 {
hardware ethernet 00:A0:E3:00:01:A8;
next-server 10.3.0.250;
filename "config-00.01.a8";
}

00:A0:E3:00:01:A8 is the MAC address of an active Ethernet interface that can reach the DHCP server.

In all cases, the DarkStar system only temporarily uses the offered IP address and then releases it after obtaining the configu-
ration file.

Static IP configuration and other configuration parameters should be included in the file config-00.01.a8 that is placed in the 
TFTP server's directory. The TFTP server is specified in the next-server parameter.

If the DarkStar system is multihomed and capable of reaching DHCP servers on more than one of its connected Ethernet ports, 
you can specify a configuration file bound to a particular dhcp-client-identifier as illustrated in the following 
example. In this case, a boot host dhcp ethernet 0 line should be added to the startup-config of dxm-sea-01, 
where the MAC address of Ethernet 0 on dxm-sea-01 is 00:A0:E3:00:01:A6. This modification will allow the DHCP server 
to provide a single configuration regardless of which DarkStar system management interface is used to obtain the configu-
ration:

host dxm-sea-01 {
next-server 10.3.0.32;
option dhcp-client-identifier 01:00:A0:E3:00:01:A6;
filename "config-00.01.a6";
}
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NOTE

The DHCP server must directly connect to the subnet associated with the DarkStar management 
port, or a system on that subnet must act as a DHCP relay.

3.2.10     Security
In addition to using passwords for telnet and SSH access, DarkStar systems may also be secured by setting passwords for 
enabled mode and serial console access.

3.2.10.1     Enabled Mode Password
Setting a password for enabled mode prevents unauthorized changes from being made to a DarkStar system’s settings. An 
enabled mode password will prompt for a password when the enable command is used.

The following example illustrates how to assign a password for enabled mode. Assigning a password will override any 
previously set password: 

localhost> enable
localhost# configure
localhost CONF# enable secret password
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

The following example illustrates how to remove a password for enabled mode. After following this procedure, you 
can either set a new password or leave the system unprotected:

localhost# configure
localhost CONF# no enable secret
localhost CONF# end
localhost# write memory
Are you sure? [yes/no] yes
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3.2.10.2     Serial Console Password
The serial console terminal (CTY) may be secured in similar fashion to the VTY line, with either a password or username and 
password combination.

The following example illustrates how to set a password for CTY access. Setting the password will overwrite any 
previously set password on the CTY:

localhost> enable
localhost# configure
localhost CONF# line console
localhost CONF-LINE-CTY# password new-password
localhost CONF-LINE-CTY# end
localhost# write memory
Are you sure? [yes/no] yes
localhost# logout

The following example illustrates how to remove a CTY password. After following this procedure, you can either set a 
new password or leave the system unprotected:

localhost> enable
localhost# configure
localhost CONF# line console
localhost CONF-LINE-CTY# no password
localhost CONF-LINE-CTY# end
localhost# write memory
Are you sure? [yes/no] yes

The following example illustrates how to create CTY user accounts:

localhost> enable
localhost# configure
localhost CONF# user username password new-password
localhost CONF# user another-user password another-password
localhost CONF# line console
localhost CONF-LINE-CTY# login local
localhost CONF-LINE-CTY# end
localhost# write memory
Are you sure? [yes/no] yes
localhost#

NOTE

The same pool of accounts is used to store users for both CTY and VTY access. Be aware that any user 
created for CTY access may also be used to login via VTY access, assuming VTY is configured for 
remote login via telnet or SSH.

The following example illustrates how to stop using user accounts and instead use a single login. Accounts will remain 
in the system and configure file, but cannot be used to access the machine:

localhost> enable
localhost# configure
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localhost CONF# line console
localhost CONF-LINE-CTY# login
localhost CONF-LINE-CTY# end
localhost# write memory
Are you sure? [yes/no] yes
localhost#

NOTE

If you set a single-login password for CTY or VTY access, it will remain in the configuration file, but 
will not remain in effect. The single-login password is not required while user accounts are active. 
However, if you then revert to single-login password again, gaining access will still require the single-
login password you originally assigned. If login local is set, only the username/password pairs may 
be used at that time.

WARNING!
If the customer (startup) flash becomes unreadable for any reason, the DarkStar system 
enters recovery mode and reverts to factory settings, in which case Telnet access is 
disabled and only the console can be used for diagnosis and repair. 

3.2.10.3     Access Control Lists
ACLs (Access Control Lists) may be used to enhance security and mitigate opportunities for denial-of-service attacks. This 
feature is particularly important if the DarkStar system is not on a private management network and/or remote Telnet/SSH 
access is enabled.

Incoming router traffic is compared to ACL entries based on the order that the entries occur in the router. The router searches 
for matches and denies traffic if no match is found. There is an implied denial for traffic that is not permitted. A single-entry 
ACL with only one deny entry has the effect of denying all traffic. New statements are automatically added to the end of the 
list. Therefore, it may be helpful to place frequently used entries at the top of the list. 

IP ACLs use masks with IP addresses to specify permission or denial. Masks used to configure IP addresses begin with 255 and 
place larger values on the left side. For example, a typical IP address such as 209.165.202.129 uses a mask of 255.255.255.224. 
However, masks for IP ACLs are complemented, and in this case the mask would be 0.0.0.31. This usage is sometimes referred 
to as an inverse or wildcard mask. When the value of the mask is broken down into binary, the results determine which address 
bits are considered to process traffic. “0” indicates that the address bits must be considered (exact match); “1” indicates no 
match and no consideration is made. 

The following example illustrates how to enable an ACL and applies to connections on the VTY:

localhost> enable
localhost# configure
localhost CONF# access-list 2 permit 10.0.0.0 0.255.255.255
localhost CONF# access-list 2 deny 0 255.255.255.255
localhost CONF# line vty
localhost CONF-LINE-VTY# access-class 2 in
localhost CONF-LINE-VTY# exit
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localhost CONF# exit
localhost#

3.2.10.4     Multiple Users
Instead of designating single-password telnet or SSH access, you may alternatively create user accounts, each with its own 
username and password. Multiple accounts may be used with telnet, SSH, or both, depending upon settings enabled through 
the transport input command.

The following example illustrates how to create user accounts:

localhost> enable
localhost# configure
localhost CONF# user username password new-password
localhost CONF# user another-user password another-password
localhost CONF# line vty
localhost CONF-LINE-VTY# login local
localhost CONF-LINE-VTY# end
localhost# write memory
Are you sure? [yes/no] yes
localhost#

3.2.10.5     AAA with RADIUS and TACACS+
A DarkStar system can be configured to work with either a RADIUS server or a TACACS+ server to provide centralized authenti-
cation, authorization, and accounting services. The use of AAA services also allows more precision and control when using 
local login methods.

The TACACS+ protocol uses TCP and is not compatible with the earlier TACACS protocol that uses UDP as a transport.

3.2.11     Amplifier Configuration
DarkStar systems support two types of amplification: EDFA and Raman. Chapter 1 provides an overview of these systems and 
their characteristics. For more information, see the DarkStar Optical Specifications document.

When the system comes up, both EDFA and Raman amplifiers (if present) start automatically (no shutdown) and come up to 
factory pre-set gain and power levels. 

3.2.11.1     EDFA Configuration Example
This section shows how to manually configure and operate an EDFA, if required. 

Figure 3.3 diagrams an EDFA pre-amplifier and an EDFA booster amplifier in place in an optical networking system. Figure 3.4 
summarizes the command-line procedure used to configure and operate either amplifier. 

The command-line sample shows the commands for manually configuring an EDFA pre-amplifier.
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FIGURE 3.3 Logical Diagram of an Optical Networking System with EDFAs
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FIGURE 3.4 EDFA Command Line Procedure Flow
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The following output is an example of an EDFA preamplifier configuration:

localhost> enable
localhost# configure
localhost CONF# edfa west 0
localhost CONF-EDFA-WEST[0]# do show edfa west 0 
edfa west 0
Module is administratively down, amplification is down
Module identification data:
Manufacturer: RED-C Module Function Type: Preamplifier
Firmware Date: Jul 22 2009 Serial Number: 23197
Module operational data:
Control mode is automatic power control (APC)
Setpoint is 16.5 dBm
Module Alarms: ILD
Input Optical Power: -32.2 dBm
Output Optical Power: -54.5 dBm
Case temperature is 25.6 C
Pump laser:
Pump is enabled
Current 0.0 mA
Pin Alarms:
pump bias
localhost CONF-EDFA-WEST[0]# control output power -5.0
mode p -5.0
localhost CONF-EDFA-WEST[0]# no shutdown
localhost CONF-EDFA-WEST[0]# Amplifier edfa west 0 amplification up
localhost CONF-EDFA-WEST[0]# exit
localhost CONF# do show interfaces summary
Switch Interfaces Summary:
Admin Line  Rate/kHz     RxPow        Ch. Alarms Last Line Chng
----------- --------     ----------- ---  ------ -------------- 
----------
Client 0    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 1    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 2    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 3    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 4    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 5    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 6    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 7    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 8    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Client 9    Up LOS  10GE <-40.0(dBm) N/A  Nt_Rdy 0:01:18:40
Wave East 4 Up Down 10GE  -16.6(dBm)  54  None   0:01:18:40
Wave East 3 Up Down 10GE  -17.0(dBm)  53  None   0:01:18:40
Wave East 2 Up Down 10GE  -18.3(dBm)  52  None   0:01:18:40
Wave East 1 Up Down 10GE  -17.0(dBm)  51  None   0:01:18:40
Wave East 0 Up Down 10GE  -18.4(dBm)  50  None   0:01:18:40
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Wave West 4 Up Down 10GE  -17.6(dBm)  54  None   0:01:18:40
Wave West 3 Up Down 10GE  -17.4(dBm)  53  None   0:01:18:40
Wave West 2 Up Down 10GE  -18.0(dBm)  52  None   0:01:18:40
Wave West 1 Up Down 10GE  -17.2(dBm)  51  None   0:01:18:40
Wave West 0 Up Down 10GE  -18.1(dBm)  50  None   0:01:18:40
...
            Admin  Line   Type      IP Address
----------- ------ ------ --------- ------------------
Loopback 0  Up     Up     Loopback  172.30.127.227/32
OSC 1       Up     Up     LAN       192.168.2.200/24
OSC 0       Up     Up     LAN       192.168.1.200/24
localhost CONF# end
localhost# write memory
Are you sure? [yes/no] yes
localhost#
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3.2.11.2     DRA EDFA and Raman Amplifier Optimization
For a DRA system that has an EDFA amplifier preceded by a Raman amplifier, both the EDFA and the Raman gain are pre-set at 
the factory to give optimal gain setting for the EDFA, with maximum gain setting for the Raman. By default, both amplifiers are 
turned on when the system is powered up.

The EDFA may be configured as either a pre-amplifier, or as a booster-amplifier. To achieve the optimum driving condition for 
the DRA, for an EDFA as pre-amplifier maintain the EDFA "Gain/Input Power" at the optimal setting 22dB/<-5dBm. For an EDFA 
as booster-amplifier, maintain the EDFA "Gain/Input Power" at 22dB/+20dBm.

For either EDFA configuration, first verify the EDFA "Gain/Input Power", then adjust the Raman gain to provide optimal driving 
conditions for the EDFA. Increasing the Raman gain, for example, increases the Raman pump power and thus the input power 
to the EDFA.

You can verify EDFA gain and EDFA input power using the show edfa command. Use the EDFA control output gain 
command to restore the default 22dB EDFA gain, if necessary. Use a show raman command to find the current Raman gain 
setting, then use the Raman control output gain command to adjust the Raman gain until the EDFA is at its optimal 
condition.

3.3     Monitoring 
DarkStar show commands allow you to monitor system activity from either disabled or enabled mode.

3.3.1     Hardware Monitoring

TABLE 3.6 show interface & show environment Commands

Command Description

show interface summary Displays current operational warning and alarm status for 
client and wave interfaces.

show interface ethernet n Displays Ethernet interface parameters. n identifies a specific 
Ethernet interface.

show interface client n verbose Displays detailed status and alarm conditions for a specific 
client interface.

show interface wave n verbose Displays detailed status and alarm conditions for a specific 
wave interface.

show environment fan Displays cooling fan module parameters.

show environment power Displays power module parameters.

show environment temp Displays temperatures and operational temperature ranges for 
various DarkStar components.
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3.3.1.1     Interface and Line Status
Use the show interface summary command to monitor interface and line status, and the show interface 
verbose command to report in detail on a particular interface.

The show interface summary command reports on the interface and line status for all client, wave, OSC, and Ethernet 
interfaces, as in this example.

To monitor all interfaces, issue a show interface summary command:

Labcons2_DSM# show interface summary
Interface   Admin Line     Rate     RxPow       Ch. Status      Last Line Chng.
----------- ----- -------- -------- ----------- --- ----------- ---------------
Client 0    Up    Down     10GE     -19.4(dBm)  N/A OK          1:18:40:49
Client 1    Up    Down     10GE     -5.9(dBm)   N/A OK          1:18:39:50
Client 2    Up    Down     10GE     -19.0(dBm)  N/A OK          1:18:40:49
Client 3    Up    Down     10GE     -19.4(dBm)  N/A OK          1:18:40:49
Client 4    Up    Down     10GE     -19.4(dBm)  N/A OK          1:18:40:49
Client 5    Up    Down     10GE     <-40.0(dBm) N/A Alarm       1:18:40:49
Client 6    Up    Up       10GE     -4.2(dBm)   N/A OK          1:18:39:19
Client 7    Up    Down     10GE     <-40.0(dBm) N/A Alarm       1:18:40:49
Client 8    Up    Down     10GE     -19.1(dBm)  N/A OK          1:18:40:49
Client 9    Up    Down     10GE     -18.8(dBm)  N/A OK          1:18:40:49
Wave 0      Up    Alarm    10GE     -13.3(dBm)  30  OK          0:22:02:21
Wave 1      Up    Alarm    10GE     -11.3(dBm)  31  OK          1:18:40:49
Wave 2      Up    Alarm    10GE     -40.0(dBm)  32  Alarm       1:18:40:49
Wave 3      Up    Alarm    10GE     -13.4(dBm)  33  OK          1:18:40:49
Wave 4      Up    Up       10GE     -9.8(dBm)   34  OK          0:21:23:51
Wave 5      Up    Alarm    10GE     -15.5(dBm)  30  OK          1:18:40:49
Wave 6      Up    Up       10GE     -11.0(dBm)  31  OK          0:21:23:47
Wave 7      Up    Alarm    10GE     -13.6(dBm)  32  OK          1:18:40:49
Wave 8      Up    Alarm    10GE     -13.4(dBm)  33  OK          0:22:02:21
Wave 9      Up    Alarm    10GE     -10.8(dBm)  34  OK          0:22:02:21
OSC 0       Up    Up       N/A      -16.9(dBm)  N/A N/A         N/A
OSC 1       Up    Up       N/A      -13.4(dBm)  N/A N/A         N/A

                     Admin  Line   Type      IP Address
-------------------- ------ ------ --------- ----------------------------------
Ethernet 0           Up     Down   LAN       192.168.254.250/29
Ethernet 1           Up     Down   LAN       192.168.0.1/24
Ethernet 3           Up     Up     LAN       10.15.1.202/24
                                    fd16:e32:da22:f01:2a0:e3ff:fe00:5c1/64

Labcons2_DSM#

For a detailed status report on the client 5 interface, use the command show int client 5 verbose:

The second example reports on the client 5 interface, using a show interface verbose command.
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Client interface 5 shows a loss of signal (LOS) on the line, and no receiver input power. Environmental conditions are steady, 
but an error on the line has caused an automatic shutdown of the transmitting laser. The report also shows sensor readings 
and the thresholds used for event and SNMP reporting.

Labcons2_DSM# show int client 5 verbose

Detailed Information for Interface Client 5
  Description: .......................
  Vendor: ............................ FINISAR CORP.
  Part Number: ....................... FTLX1471D3BCV
  Manufacturing Date: ................ 101219
  Serial Number: ..................... UJR0JKW
  Module Type: ....................... SFP
  Signal Type: ....................... 10GE
  Supported Distance: ................ 10 Km on SM
  Reported Wavelength: ............... 1310nm
  I2C Address: ....................... 0,5,80
  General Status:
    Administrative State: ............ Up
    Transmitter: ..................... Disabled
    Receiver: ........................ LOS
    Error Forwarding: ................ Laser Shutdown by Virtualight
    Total Down/Error Time: ........... 153828s
    Time Since Last State Change: .... 1:18:43:48
    Last Cleared Time Stamp: ......... Jul 12 01:57:55 UTC
    I2C Transaction Error Count: ..... 0
    Status Register Contents: ........ 0x4A00
  Sensor Status:
    Laser Temperature: ............... OK
    +3.3V Supply Voltage: ............ OK
    Rx Laser Input Power: ............ Low Alarm
    Tx Laser Output Power: ........... Disabled
    Tx Laser Bias Current: ........... Disabled
  Sensor Readings and Thresholds:
    Laser Temperature: ...............   31C
      High Alarm: ....................   78C
      High Warning: ..................   73C
      Low Warning: ...................   -8C
      Low Alarm: .....................  -13C
    +3.3V Supply Voltage: ............    3.30V
      High Alarm: ....................    3.70V
      High Warning: ..................    3.60V
      Low Warning: ...................    3.00V
      Low Alarm: .....................    2.90V
    Rx Laser Input Power: ............ <-40.0dBm
      High Alarm: ....................    2.4dBm
      High Warning: ..................    1.9dBm
      Low Warning: ...................  -18.0dBm
      Low Alarm: .....................  -20.0dBm
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    Tx Laser Output Power: ...........  -35.2dBm
      High Alarm: ....................    1.9dBm
      High Warning: ..................    0.9dBm
      Low Warning: ...................   -7.0dBm
      Low Alarm: .....................   -8.0dBm
    Tx Laser Bias Current: ...........    0.0mA
      High Alarm: ....................   85.0mA
      High Warning: ..................   80.0mA
      Low Warning: ...................   12.0mA
      Low Alarm: .....................    7.0mA
    CDR Temperature: .................   39C
    CDR +3.3V Supply Voltage: ........    3.37V
  BERT Status:
    Receive: ......................... Off
    Transmit: ........................ Off

Labcons2_DSM#
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3.3.1.2     Temperature
The show environment temp command displays a series of temperature thresholds for various components in a DarkStar 
system, as well as the current temperature reported by each component. The temperature thresholds define the safe 
operating range of each component.

The Low Warning and High Warning thresholds indicate that temperatures are moving toward levels that may cause 
damage to a component, but have not yet exceeded safe levels. Warnings indicate that there might be a problem with the 
component and that it should be closely monitored.

The Low Alarm and High Alarm thresholds indicate that temperatures have exceeded regular operational parameters for 
that component. Continued operation at this temperature is likely to damage the component. If the component is a 
replaceable part, such as a laser module, fan module, or power module, turning the component off is recommended to 
prevent further damage. The component may need to be replaced.

The Critical threshold indicates that the component is probably already damaged and will be shut off immediately to 
prevent possible damage to other DarkStar components.

In addition to the temperature sensors provided by individual components of the DarkStar system, there is a shutdown sensor 
embedded in the DarkStar circuit board. If the shutdown sensor reaches 70° C, the DarkStar system will automatically power 
off, disrupting switch board traffic. The DarkStar system will be unable to power on again until the sensor cools to less than 
67°C.

3.3.2     Syslog
DarkStar systems can send logging information to a Syslog server.

The following example illustrates how to log messages to a Syslog server:

localhost# configure
localhost CONF# logging host ip-address-of-syslog-server
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

TABLE 3.7 Temperature Thresholds

Threshold Description

Low Alarm Temperature of system has dropped to a level that is likely to 
cause damage.

Low Warning Temperature of system is falling toward levels that may cause 
damage.

High Warning Temperature of system is rising toward levels that may cause 
damage.

High Alarm Temperature of system has risen to a level that is likely to cause 
damage.

Critical Temperature of system has exceeded safe levels and should be 
shut down.
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The following example illustrates how to send periodic heartbeat “MARK” messages to a syslog collector:

localhost# configure
localhost CONF# logging mark mark-interval-in-minutes
localhost CONF# exit
localhost# write memory
Are you sure? [yes/no] yes
localhost#

When “MARK” is enabled, a line similar to the following appears in the syslog server logs at the specified interval:

Oct 31 17:54:20 10.15.1.153 localhost (Uptime: 0:01:38:36) -- DXM MARK --

3.3.3     Circular Log Buffer
DarkStar systems can store log messages in a volatile circular buffer. When a circular buffer becomes full, it continues to store 
data by overwriting the oldest recorded messages. Therefore, a full circular buffer will only contain the most recent log 
messages.

The following example illustrates how to enable the circular log buffer:

localhost# configure
localhost CONF# logging buffer buffer-size-in-messages
localhost CONF# exit

The following example illustrates how to view the contents of the log buffer:

localhost# show log
0:01:45:15: Authentication Success 10.15.1.98
0:01:46:17: Authentication Failure 10.15.1.98
0:01:46:22: Authentication Success 10.15.1.98

3.3.4     SNMP
DarkStar systems support both the SNMPv1 and SNMPv2c versions of SNMP. To monitor detailed DarkStar system status, use 
the XKL-proprietary SNMP management objects and traps defined in the current XKL MIB (see http://www.xkl.com/pdf/xkl.mib).

To monitor a DarkStar system using SNMP, first configure DarkStar SNMP settings and enable SNMP asynchronous alarms and 
alerts (“traps”), then configure your monitoring system to recognize XKL-specific traps and to access XKL management objects 
in the SNMP database. 

The example at the end of this section shows how, if you have enabled traps and configured your monitoring system, you can 
be warned of a sensor temperature change (via the XKL trap xklTempStatusChange) and can monitor the Celsius 
temperature at that point (via the XKL object xklSensorTemp).

Configuring SNMP and enabling traps

Use the snmp-server command to configure SNMP settings and enable SNMP traps.

The following example illustrates how to start a read-only SNMP server on a DarkStar system:
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The community-string argument is required for SNMP.

localhost# configure
localhost CONF# snmp-server community community-string
SNMP server starting

The following example illustrates how to enable SNMP traps and send them to a monitoring system:

localhost# configure
localhost CONF# snmp-server enable traps
localhost CONF# snmp-server host monitoring-system-ip-address community-string

Configuring your monitoring system

RFC 1213 defines the standard SNMP MIB format and the mandatory “public” SNMP objects and groups. The XKL MIB also 
defines 16 types of XKL-specific trap, for details please see the XKL MIB at http://www.xkl.com/pdf/xkl.mib.

The XKL MIB groups XKL-specific objects into the following groups. Please see the XKL MIB at http://www.xkl.com/pdf/xkl.mib.

TABLE 3.8 XKL-specific Trap Types

Trap# Trap Type Event

1 xklFanFail A fan module has failed or has some other problems.

2 xklPowerFail A power supply module has failed or has some other problems.

3 xklFanUp A fan module has come online.

4 xklPowerUp A power supply module has come online.

5 xklProtection-
PathSwitch

A protection path APP switch has occurred.

6 xklTempStatus-
Change

Temperature status has changed.

7 xklEDFALineChange EDFA line state has changed. Based on amplification Up/Down.

8 xklRaman-
LineChange

Raman line state has changed. Based on amplification Up/Down.

9 xklEDFAAlarm-
Change

Change in EDFA alarms/warnings state.

10 xklRamanAlarm-
Change

Change in Raman alarms/warnings state.

11 xklColdStart The system has been power cycled.

12 xklWarmStart The system has been reloaded.

13 xklLinkDown An interface is about to enter the down state.

14 xklLinkUp An interface is about to enter the up state.

15 xklOTMDown A line/band transceiver is about to enter the down state.

16 xklOTMUp A line/band transceiver is about to enter the up state.
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The following example illustrates an XKL-specific MIB object and related trap.

The sensor temperature object xklSensorTemp shows the temperature at the sensor in degrees Celsius, as a 32-bit read-only 
value:

xklSensorTemp OBJECT-TYPE
    SYNTAX  Integer32
    MAX-ACCESS  read-only
    STATUS  current
    DESCRIPTION
"Temperature of the sensor (Celsius)"
    ::= { xklSensorEntry 3 }

The trap xklTempStatusChange notifies a sensor temperature change event. Note that this trap can be triggered by any 
of the sensor objects xklSensorDescription, xklSensorTemp, or xklSensorStatus.

xklTempStatusChange NOTIFICATION-TYPE
    OBJECTS { xklSensorIndex, xklSensorDescription, xklSensorTemp, xklSensorSta-
tus }
    STATUS  current
    DESCRIPTION
"Temperature status has changed"
    ::= { xklProTraps 6 }

3.3.5     Error Detection
Error detection at optical frequencies is at the physical layer of the network stack. DarkStar systems rely on signal integrity 
indicators from the laser interfaces and Clock and Data Recovery (CDR) circuitry to monitor and detect signal errors.

The most common indicators used to monitor the integrity of incoming optical signals, in order of precedence, are:

• Loss of Signal (LOS): The optical power of a receive-direction optical signal is reported by the laser module receiver. When 

TABLE 3.9 XKL MIB Groups

Object Group Description

SysOS Operating System information

Transport Transport interface definition and environmental factors.

Hardware Components Fan and power unit configuration and status.

Switch Complex Switch connection status.

Sensor Power and temperature sensor readings.

Protection Group APP group configurations, status, and recent switching history.

EDFA EDFA amplification configuration and optical/electrical status.

Raman Raman amplification configuration and optical/electrical status.
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incoming signal levels fall beneath the module's receiver direction sensitivity threshold, the DarkStar system reports LOS 
against that interface. LOS masks Loss of Lock (LOL).

• Loss of Lock (LOL): The CDR circuitry is normally locked on the encapsulation or clock frequency assigned to the given 
interface. When the CDR circuitry fails to lock on the signal, the DarkStar system may report LOL against the interface. LOL 
can occur on an interface's receive or transmit direction. 

Use the show interface command to view the line status of transport interfaces and detect other fault conditions that can 
interfere with data integrity.

3.3.6     Error Forwarding

DarkStar system use LOL forwarding to forward errors and accomplish the following:

• Protect DarkStar wave interfaces from variations in power levels caused by noise or invalid client interface signals.

• Facilitate consistent DarkStar error states when an interface detects an upstream signal integrity problem.

• Facilitate consistent signal integrity error detection by client-connected systems when upstream signal integrity problems 
are detected.

• For interfaces with virtualight enabled, LOL forwarding disables the downstream interface transmitter. 

• For interfaces with virtualight disabled, LOL forwarding sends a signal to the downstream interface when a signal integrity 
error is detected upstream. The error forwarding signal stabilizes transmitter power levels, avoiding damage to DWDM 
transmitters/receivers. The signal integrity error is detected consistently further downstream.

Some modules may report incorrect statuses when error forwarding occurs. Therefore, it may be possible for different 
modules, even if the modules are the same model, to report different line statuses.

In the absence of client signals, error forwarding across the wave interfaces may result in client equipment reporting unusual 
errors, such as a loss of frame. 

XKL recommends leaving Virtualight mode enabled for client interfaces, which is its default setting. If client interfaces are set 
up with loopbacks and they have Virtualight disabled, the interfaces may cycle rapidly between up and down states. 

The error forwarding state of an interface is displayed by the show interface command. For interfaces not connected to 
another interface on the switch board, the show interface command may report Error Forwarding Enabled or 
Laser Shutdown by virtualight

Use the virtualight commands available in configuration mode to configure transport interface error forwarding and control.

When a transport interface is shut down with laser shutdown and restarted with no laser shutdown, some lasers 
may briefly display a Down line status and a Fault alarm status in the show interface display. This result is usually a transient 
condition and does not represent a problem with the laser. If you run show interface again a few seconds later, the line 
will be up and its alarm status will no longer be Fault.

3.4     BERT (Bit Error Ratio Test)
The Bit Error Ratio (BER) is an important measure of the transmission quality of an interface. BER is the ratio of the bit error 
count to the total transmitted bit count. 

BER = (bit errors) / (bit total)
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You can measure the interface BER using a Bit Error Ratio Test (BERT), which transmits bit test patterns and counts the bit errors 
at the receiver, over an extended period.

The DarkStar BERT testing method uses patterns of logical ones and zeros generated by a Pseudo-Random Binary Sequence 
(PRBS). The DarkStar system generates a PRBS with a bit length of 231-1.

You can run a BERT on a single DarkStar system, on one interface, by looping together the Rx and Tx sides. You can also run a 
BERT on paired DarkStar systems by transmitting on an interface on the first system, and receiving on an interface on the 
second system. A DarkStar system can transmit BERTs from multiple interfaces, but receive just one BERT transmission at a 
time; you must cancel receiving an existing BERT transmission before attempting to receive a new BERT transmission.

The BERT feature uses a single clock setting and will automatically adjust to the encapsulation of the most recently selected 
interface; for this reason separate interfaces used with BERT must be set to the same encapsulation.

The commands used to run BERT are fully detailed in the “DarkStar DXMOS Command Reference”. To run BERT, first select the 
desired interface(s) and run bert logging to configure testing frequency and logging files. Issue a bert transmit on 
the transmitting interface to initiate PRBS generation, followed by a bert receive command that initiates checking of the 
PRBS stream, begins counting errors, and measures elapsed time. Use show bert and show bert logging to verify 
that a BERT is running, and to view BERT results.

3.4.1     Configure BERT logging
Before enabling BERT, ensure that LOS and/or LOL conditions are not present by using the show interface command. 
Verify that the optical fibers between the selected interfaces are properly secured and appropriately powered.

On startup of a DarkStar system, BERT logging is disabled by default. You configure logging settings using the bert 
logging command, which allows you to specify the time between logs, as well as the maximum number of logs kept. You 
can use the write memory command to save these settings to the startup configuration file, as in this example:

labcons9 CONF# bert logging number-of-samples 15
labcons9 CONF# exit
labcons9# write memory
Are you sure? [yes/no] yes
labcons9# sho startup-config
Contents of config file /dxmos/config.dat:
… …
bert logging max-log-count 25
bert logging log-interval seconds 1
bert logging number-of-samples 15
… …

Verify a BERT is running
While a BERT is running, the show bert command can be used on any transport interface to obtain test results up to the 
time that the command was issued. This method displays the BERT status for all interfaces running a BERT, and may be useful 
to spot check results during an ongoing BERT run.
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This example uses show bert to verify that a BERT is receiving and transmitting on interface Client 0:

Labcons5_DST10-20# show bert
BERT Diagnostic Data:
Interface     BERT Rx BERT Tx Time Elapsed (s)       Status  Error Count   Encap
---------     ------- ------- ----------------       ------  -----------   -----
Client 0           On      On          118.368 Sync Failure            0    10GE
Client 5 <1>       On      On        69824.739           OK            0    10GE
Client 5 <2>       On      On        69824.466           OK            0    10GE
Client 5 <3>       On      On        69824.088           OK            0    10GE
Client 5 <4>       On      On        69823.613           OK            0    10GE
Client 5 <5>       On      On        69823.202           OK            0    10GE
Client 5 <6>       On      On        69823.123           OK            0    10GE
Client 5 <7>      Off      On              N/A          N/A          N/A   10xFC
Client 5 <8>       On      On        69820.586           OK            0    10GE
Client 5 <9>       On      On        69820.312           OK            0    10GE
Client 5 <10>      On      On         69819.994           OK            0    10GE 

3.4.2     View a BERT test results log
To run BERT, configure BERT logging and then launch a BERT on an interface, using bert transmit and bert receive. 
Configured without the verbose option, the BERT logs the initial sample and then only logs a subsequent sample if the Total 
Errors value changes; otherwise it accumulates a count of samples. If you configure the BERT as verbose, then a new log 
entry is created for each sample, even if Total Errors remains continuously at zero. Test results are visible at the console or in log 
files.

In this example, BERT logging is configured as verbose, the BERT logging interval is set to 30 seconds, the BERT is launched 
on the Client 1 interface using bert transmit and bert receive, and the current five log entries in the log file are 
viewed on the console:

myhost CONF# bert logging verbose
myhost CONF# bert logging log-interval seconds 30
myhost CONF# int cli 1
myhost CONF-INT-CLIENT[1]# b t
Successfully started up BERT PRBS transmission from interface
myhost CONF-INT-CLIENT[1]# b r
Successfully started up BERT diagnostic of PRBS stream received on interface 1
myhost CONF-INT-CLIENT[1]#
Successfully created /home/bert/08-10-12_181142Z_bert.log
myhost CONF-INT-CLIENT[1]# do show bert logging
Displaying contents of /home/bert/08-10-12_181142Z_bert.log
Timestamp,             Hostname, Interface ID, Total Errors, Elapsed BERT Time
---------------------- --------- ------------- ------------- -----------------
08/10/12 18:11:42 UTC, myhost,   Client 1,                 0,            0.000
08/10/12 18:12:12 UTC, myhost,   Client 1,                 0,           24.128
08/10/12 18:12:42 UTC, myhost,   Client 1,                 0,           48.256
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08/10/12 18:13:12 UTC, myhost,   Client 1,                 0,           72.384
08/10/12 18:13:42 UTC, myhost,   Client 1,                 0,           96.512

In a similar example without the verbose option, BERT logs the initial sample, and shows a count (x4) of the number of 
samples where Total Errors is unchanged from its initial value of zero.

labcons32-10X CONF-INT-CLIENT[1]# do show bert logging
Displaying contents of /home/bert/08-23-12_192911Z_bert.log
Timestamp,             Hostname, Interface ID, Total Errors, Elapsed BERT Time
---------------------- --------- ------------- ------------- -----------------
08/10/12 18:11:42 UTC, hostname, Client 1,                 0,            0.000
4 samples since last log recording

3.4.3     Determining BERT Minimum Test Time
Extending the BERT test time increases the statistical level of confidence in the BER measurement. This table shows the BERT 
minimum test time, in seconds, needed to verify a BER of 10-12, at 85%-99% levels of confidence, for a SONET and a 10GE link.

FIGURE 3.5 BERT test times required for BER < 10-12

From the table, on a SONET link at 9.953Gbps, BERT test time needs to be at least 301 seconds in order to be 95% confident 
that its BER is better than 10-12.

In general, you calculate the minimum BERT test time by determining the required transmission bit count, then dividing it by 
the bit transmission rate. As an example, for the 10GE link at 95% confidence, if:

• n = the required transmitted bit count

• ln = the natural logarithm function

• PE = the target BER (e.g. 10-12)

• C = the required confidence level (e.g. 95% = 0.95)

• b = the bit transmission rate in bps.

• TRT is the BER test time in seconds

then

• The transmitted bit count n = ( ln(1-C) )/PE bits (in the example, n = ln(0.05)/1x1012 = 2.995 x 1012 bits)

• And the BER test time TRT = n/b seconds (in the example, TRT = 2.995x1012 / 10.312x109 = 290.5 seconds)

Bit Rate (Gbps) C = 99% C = 95% C = 90% C = 85%

9.953 (SONET) 463 301 232 193

10.312 (10GE) 447 291 224 184
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Troubleshooting
This chapter provides troubleshooting information related to the operation of DarkStar systems and networks. It covers:

• Good practices for setting up the system running configuration so that important incident notifications reach the event 

log and SNMP.

• Good crash recovery procedures so that the system returns as quickly as possible to a known good state.

• Console procedures for reviewing and revising the state of the system and its network connections.

• Hardware procedures for interpreting LED patterns and booting via the hardware reset buttons.

• How the system switches to recovery mode in the face of catastrophic error.

In normal operations, many day-to-day problems are related to configuration changes for either the system and its 
management services, or the local IP network it communicates with. Please be aware that this chapter covers issues that you 
may experience as you initially set up and learn to operate a DarkStar system or network. If you experience issues beyond the 
scope of this guide, especially if you experience a loss of customer traffic, contact an XKL representative for professional 
technical support.

4.1     Good Practices

4.1.1     Running Configuration
Saved to boot flash via a write memory command, the configuration file runs automatically at boot time. It includes not only 
system and network settings, but also configures management services such as SNMP and event logging that need to be in 
place for better troubleshooting. As part of the running configuration, you should:

• Configure operator consoles and AAA authentication. Use the tacacs-server, aaa authentication, line, and 
password commands.

• Configure network time and management IP addresses. Use the clock, hostname, ip domain-name, ip name-
server, interface, and ip address commands.

• Set up Bit Error Rate (BER) testing. Use the bert logging commands.

• Configure each client interface and wave interface, using the interface client, interface wave, no laser 
shutdown, and encapsulation commands.

• Connect the interfaces. Use the connect command.

• Set up an APP pathway. Use the app command.

• Configure SNMP traps. Use the snmp-server command.

• Set up event logging. Use the logging command.

4.1.2     Crash Recovery
In the unlikely event of a system crash, a DarkStar system is designed to notify the operator and to recover automatically with, 
as far as possible, no loss of customer traffic through the switch complex. 

It is good practice to set up an accurate config file, saved on the DarkStar system (via a write memory command). This 
restores a good system configuration ready for when the system automatically recovers. Config files contain passwords. Make 
sure you have an accurate record of the passwords that will come into force if a saved config file is restored:
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• Make a copy of this file, archived for safety on a TFTP server (use write network) and accessed via DHCP when this file 
is needed for remote boot. Again, manage the passwords required.

• Configure an SNMP server that watches for unplanned restart traps. If any are seen, the system should be examined (see 
“Diagnosis” below).

• For long-term prevention, use SNMP input to compile a database of wear metrics, such as temperatures, currents, optical 
power, etc., so that degrading components can be replaced before they can turn into problems. Most DarkStar laser, 
power, and fan modules can be field-replaced without disturbing customer traffic.

4.1.2.1     Operator notification
In most situations, the operator is notified of a system event via the console, and the restart is notified by SNMP traps. The 
startup configuration is reloaded and restart is automatic, without operator intervention. Make sure that all useful notifica-
tions and logging are enabled, so that you receive them:

• Enable system event logging using the config mode logging command. The console event log buffer is cleared when 
the system reloads, so you should direct output to a log file as well as to the console.

• Configure SNMP to send system alerts (“traps” in SNMP) by using the config mode command snmp-server, and select-
ing trap types xkl and xkl-generic (otherwise, by default, SNMP will send you all possible SNMP network traps).

• Enable the AAA feature (using the aaa new-model command) so that TACACS+ logs an auditable account of configura-
tion changes. The log may help your diagnosis by showing who issued what commands in the period leading up to the 
crash.

• A crash dump file (/dump/dump.exe) is generated by default on an unscheduled restart (not on a reload command); 
your technical support team may need it for diagnosis.

4.1.2.2     Create a saved configuration for backup
You should ideally have:

• For local boot. A valid, current running configuration saved in system flash memory (use write memory), for local sys-
tem boot.

• For remote boot. A similar accurate configuration saved on a TFTP server (use write network) for remote boot via 
DHCP.

• For backup. An accurate configuration, on a TFTP server, that can be called in manually if both the local and the remote 
boot config files become damaged. 

TFTP is a simple file transfer protocol and there is no guarantee of integrity when copying a file. When fetching a critical file 
with TFTP, you should:

• TFTP transfer to a temporary file.

• Verify the checksums (use the checksum command).

• Copy the file to the final destination.

• Verify the checksums again.

4.1.2.3     Getting operational again quickly
Avoid the temptation to get operational again by cycling power to force a cold boot. Cycling power disrupts customer traffic. It 
should only be done if a hard reset of all hardware is desired, or if a warm reload does not resolve a particular situation.
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4.1.2.4     Automatic recovery from a warm restart
No operator action. The system will restart itself, using the configuration you have previously saved (see above) in system flash 
memory. 

• Traffic is not affected, even though the system may not be responding to commands, and you may lose the console for a 
while. The system’s management software (DXMOS) runs separately from the crossbar switch; failure of software or cor-
rupted flash memory on the management side does not affect traffic through the crossbar.

• You will not be able to make changes to the running configuration until DXMOS has reloaded.

• The warm restart event is notified to the event log, and also via SNMP. An unexpected warm restart creates a system dump 
file (/dump/dump.exe). 

• All warm restart events should be investigated, even though the system will restart itself and resume operations as quickly 
as possible.

4.1.2.5     Automatic recovery from a cold boot or power recycle
No operator action. 

• Traffic is disrupted since power is lost on all interfaces. Once the console has come back, you should verify (use show 
interface) that optical traffic has resumed. Check the report output for LOL and LOS markers that show the optical sig-
nal is lost. Check the receive laser power levels, if they are around -40dBm no light is reaching them. 

• No system dump file is available.

4.1.2.6     Manual crash recovery only if automatic recovery fails
You will need to intervene manually in the boot process if the system can’t restart due to a corrupt or invalid saved config file, 
or corrupted system flash memory. 

• Intervene from the console by entering CTRL+C before the boot process completes. 

4.1.2.7     Diagnosis
You should be able to provide the following information to your technical support team to help them diagnose the cause of 
the crash:

• The crash notification from the console, if it is available.

• The system dump file /dump/dump.exe. The file must be uploaded to a TFTP server, then transferred to XKL via email or 
FTP upload (the file is large), for analysis. The dump file cannot be debugged by the customer. 

• The event log, from the event log server, leading up to the crash. This event log is persistent; the console event log buffer 
clears when the system reloads.

• The output of a show tech command which itemizes the status of all system resources.

• A review of any environmental issue (power, cooling, physical activity in the rack or nearby racks) at the crash location 
before the crash.

4.2     Console Procedures
Most troubleshooting is done from remote consoles, using show commands to assess the status of the system or network, 
and configuration (config) commands to revise configuration settings. Issues fall into two categories:

• System Issues. Many system issues are due to errors or changes in management configuration settings. This includes oper-
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ator authentication and authorization, console connection, and access issues to external servers, such as SNMP, caused by 
invalid IP addressing or other management server connectivity failure.

• Networking Issues. Many networking issues are due to IP addressing problems or changes, and to interruptions in access 
to external IP servers. Optical interface problems may be due to faulty fiber connections, or to changes in interface config-
uration on the local or the remote DarkStar system.

4.2.1     System Issues

TABLE 4.1 System Troubleshooting Matrix

Symptom Possible Cause Possible Solution

Operator unable to run 
commands.

Incorrect authentication or authorization 
of operator.

Review and revise AAA settings for authen-
tication and authorization. Check 
passwords in use.

Operator loses existing 
access to commands.

Change of passwords.
Warm boot from an older config file may 
have re-activated older passwords.

Review and verify operator passwords in 
use.

No serial connection / no 
activity at console.

Faulty cable connection.
Incorrect or faulty cable.

Check connection and reseat if necessary.
Replace with good cable.

Link LED is on, but the 
activity LED remains off.

Wrong IP address assigned to Ethernet 
interface.
Ethernet ports administratively shut down.
Remote routing problems.

In CONF-ETH[#] mode, 
Use the ip address command to 
correct addressing issues.
Issue a no shutdown command to 
restart.

OSC trunk LED dark, OSC 
line state flapping/
bouncing.

Faulty fiber connection between DarkStar 
systems.
OSC interface is administratively down.
Insufficient optical signal to noise ratio in 
long--haul configuration.

Clean and reconnect fiber connections.
In CONF-OSC[#] mode, issue a no 
shutdown command.
Contact XKL technical support.

System unreachable via 
OSC.

No IP address assigned to OSC interface.
Bad or missing IP routes.

In CONF-OSC[#] mode, issue an  ip 
address command to correct IP 
addressing.

SNMP fails to run. Incorrect SNMP configuration or SNMP 
server unreachable.

Verify and revise SNMP server IP 
address(es).
Verify and revise SNMP configuration.
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4.2.2     Networking Issues
This section covers issues related to interface connections, configuration, and operation.

DXMOS fails to load / 
600-second timeout.

Incorrect TFTP boot configuration.
TFTP server unavailable or unreachable.
Incorrect configuration data (e.g. wrong IP 
address, wrong routes, etc.)

Boot DXMOS from flash image, correct the 
boot TFTP configuration entries, save the 
corrected configurations in startup-
config or a remote DHCP config, then 
reload DXMOS.
Either correct TFTP server availability or 
boot DXMOS from flash image.
Verify that systems interposed between 
this system and the TFTP server are 
configured to forward packets.

Miniboot (embedded in 
gateware) or Boot fails.

Corrupted gateware or Boot on startup 
flash chip.

Contact XKL technical support.

TABLE 4.2 Networking Troubleshooting Matrix

Symptom Possible Cause Possible Solution

Interface down. Fiber not connected.
Dirty fiber.
Failed laser or XFP/SFP module(s).

Connect with clean fiber.
Replace failed component. DarkStar 
modules are hot-swappable.

LOS (Loss of Signal) or LOL 
(Loss of Lock) on client or 
wave interfaces.

Incorrect encapsulation type.
Incorrect switch configuration.

Verify encapsulation types at transmit and 
receive endpoints and ensure they are the 
same.

System reports erroneous 
XFP/SFP receive power 
values.

External BERT is connected at different 
clock rate from system.
Excessive uncompensated dispersion in 
the link.

Synchronize BERT.
Compensate link dispersion.

Insufficient receive optical 
power / Insufficient 
transmit optical power / 
interface status flapping 
up/down.

No wave laser transmission.
Laser administratively disabled.
Low optical power from customer 
equipment.
Laser failure.

Run diagnostics and /or replace laser.
Verify optical receive power and interface 
state using a show interface 
command. If necessary, execute no 
laser shutdown to enable the affected 
interface(s).
Investigate external customer equipment.
Replace laser module.

TABLE 4.1 System Troubleshooting Matrix

Symptom Possible Cause Possible Solution
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4.3     Hardware Procedures
The LED and reset button procedures outlined here can also be performed from a remote console, using the show, config-
uration, and reload commands. Please see the “DarkStar DXMOS Command Reference” for details of these commands.

4.3.1     Front Panel LEDs

The pattern of LED lights on the front panel of DarkStar systems indicates system status, including environmental and boot 
status. The show led command shows these LED patterns at a remote operator console. 

TABLE 4.3 LED Legend

LED Status Meaning

○ Steady off

● Steady on

◐ Flashing

TABLE 4.4 Front Panel LED Patterns

PWR (green) WRN (amber) ALM (red) Meaning

○ ○ ○ No power or both power supplies down.

● ○ ○ System fully operational.

○ ○ ● One of the following conditions exists:                              
-Maximum temperature exceeded.                                    
-FPGA load failure.                                                                        
-A load failure of both the startup and  factory flash. 

● ◐ ○ One of the following conditions exists:                            
-One power supply down or absent.                                  
-Temperature alarm.                                                                    
-One or more fan failures.                                                         
-Fan controller 0 or 2 absent.

◐ ◐ ◐ One of the following conditions exists:                            
-Initial power up.                                                                           
-Warm reload in progress.                                            

● ● ● Cold reload in process.
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4.4     Recovery Mode
Recovery mode is a rare occurrence. You can manually enter recovery mode using the /recovery boot command switch. 
DXMOS enters recovery mode automatically at startup, if the startup-config file is detected to be unreadable, or 
contains corrupted data. 

All telnet and SSH access to the system is disabled in recovery mode. Only the console can be used to attempt recovery 
without dropping customer traffic. Recovery mode makes available a limited set of commands to load a remote backup copy 
of the configuration. Typically, the configuration is stored as a local file in /dxmos/config.dat, but it may be acquired 
from remote sources by Boot during system startup. 

The commands available in recovery mode are:

You can recover a DarkStar system from a configuration file stored on a remote server. The system must be physically cabled to 
a live management network in order for this process to work. If the remote configuration file matches the running configu-
ration, customer traffic on the DarkStar system will not be interrupted.

NOTE

XKL strongly encourages you to maintain current copies of your configuration using the write 
memory and write network commands whenever configuration changes are made. 

The following example shows system recovery using the boot command /recovery switch. Modify the example with 
installation-specific values to implement recovery. 

TABLE 4.5 Recovery Mode Commands

Command Description

configure Enter configure mode to configure an Ethernet interface in advance of 
issuing a configure network command.

configure network 
<IPaddress> <FilePath>

Download a remote configuration backup when a management Ethernet 
interface is already configured.

continue In cases where flash memory is unreadable or corrupt, and a backup 
configuration is unavailable, continue DXMOS startup without a configu-
ration. NOTE: continuing system startup without a configuration may 
cause loss of customer traffic, and will leave management interfaces 
unconfigured. Configuration settings must then be applied using 
manually issued commands at the console.

verbosity Controls warning message levels.

drop-to-boot Revert to the system boot loader to access Boot facilities.

ping/ping6 Test IPv4/IPv6 connectivity.

reload Reload all system software and gateware from flash memory.

show Display information about the recovery mode system configurations.
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Here, the operator defines an IP route to a TFTP server, verifies the routing table, and then uses the configure network 
command to retrieve a system configuration backup file (config-backup.dat). The system displays the file contents (not 
shown in this example) to allow the operator to confirm that this is the desired backup configuration file 

Boot> boot file /dxmos/dxmos.exe /recovery
[Loading ..............................................................]
[File entry-vector is at 7700,,1000, length is 4]
[PDVA at 7706,,0]
[Free pages from 32170 through 1777777]
[Disabling the watchdog timer for this program.]
[Setting "Recovery" flag.]
[Clearing flags and context]
[Starting at 7700,,1000]
Starting DXM Operating System (DXMOS), XKL LLC
V3.0.0 Mar  6 2013 14:08:57
Copyright (c) 2004-2013 XKL LLC
All Rights Reserved
This product is protected by copyright and distributed under
licenses restricting copying, distribution and decompilation.
Initializing hardware...
Detecting hardware with Switch board 00085-01
Initializing DarkStar DSM10-5R...
Initializing environmental loader:
 Running startup-gateware
Done
Power NOT Cycled
Mounting file system...
User Enabling TX laser on interface: OSC 0 (W)
User Enabling TX laser on interface: OSC 1 (E)
The system has entered recovery mode either due to startup flash read failure,
or manual user operation. To prevent dropping customer traffic, the software
did not modify the switch board configuration. Use the configure network
command to recover the system configuration if you have a backup of it.
Please see the DarkStar User Guide for more details.
recovery-mode# configure
recovery-mode CONF# ip route 0/0 10.5.0.254
recovery-mode CONF# interface ethernet 0 
recovery-mode CONF-INT-ETH[0]# ip addr 10.5.2.202/24
recovery-mode CONF-INT-ETH[0]# exit
Interface Ethernet 0 address set to 10.5.2.202
recovery-mode CONF# exit
recovery-mode# show ip route
Codes:  C - Connected, S - Static, R - RIP
Current Route Table:
Org  Dest IP/CML          Cost    Source           NextHop         Sending To
 C          10.5.2.0/24   0/    0 10.5.2.202       10.5.2.202      Active
 S           0.0.0.0/0    1/    1 0.0.0.0          10.5.0.254      Active
recovery-mode# configure network 10.5.1.99 config-backup.dat
Determining file type...
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Connecting...
File transferred successfully.
...Completing flash write.
0.002 sec
;;;;;;;;
version 3.0
...[snipped contents of configuration file]...
The system will now proceed using this configuration.
Are you sure? [yes/NO] yes
recovery-mode# Fan Module 0 added to system
Fan Module 0 online, initializing
Fan Module 2 added to system
Fan Module 2 online, initializing
Power Supply 0 returned to normal
Power Supply 1 returned to normal
Initializing AMPs...
Amplifier edfa west 0 online
Amplifier edfa east 0 online
localhost> ;;;;;;;;
localhost> version 3.0
...[snipped contents of configuration file]...
localhost>

4.5     Using the Debug Command
The debug command is an XKL diagnostic tool that displays detailed trace information about DarkStar system functions and 
network operations. In a production network, using debug can generate a high volume of trace information at the console 
and may degrade system performance, so XKL recommends that: 

• You use the debug command only when working with XKL technical support to diagnose a specific problem with your 
system. 

• You avoid using the debug command in a production network. The system gives high priority to debug requests, so using 
debug may impact business applications.

• To monitor system operations, use the show commands, logging command, and SNMP traps to monitor system opera-
tions and events, rather than the debug command. 

If a debug command is running, use the undebug all command (or the no debug all command) followed by a <CR> 
to instantly quiet all debugging output. You can type these commands at the console even if the console seems overwhelmed 
with debug trace messages and fails to echo your keystrokes.
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